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About LDAP Admin Tool

LDAP Admin Tool is Simple and easy to use LDAP Browser and LDAP administration tool. It has
been designed to suit the needs of both novice and expert users and administrators.

LDAP Admin Tool helps users/administrators accomplish LDAP administration operations in a
few mouse clicks, view and edit data including binary and images, export and import data
to/from most popular file formats, edit attributes using different editors, manage LDAP users and

their privileges and employ many other admin and user functions.
LDAP Admin Tool also provides SQL-LDAP support which allows user to query Idap using sql
like syntax, mass update records with sql like syntax and export/ import records as update,

delete and insert statements.

LDAP Admin Tool is available in Standard and Professional Editions.

1.1 LDAP Admin Tool Features

1. Easy Ldap management
Create and edit entries efficiently. LDAP connection profiles give user an opportunity to connect
to Idap server in one touch and solely work with the selected LDAP connection. See the

Connection Management for details.

2. Access multiple directory servers

LDAP Admin Tool allows user to access OpenLDAP, Netscape/iPlanet, Novell eDirectory,
Oracle Internet Directory, IBM Tivoli Directory, Lotus Domino, Microsoft Active Directory or any
other LDAP v2 or LDAPv3 directory server.

3. Quickly browse large Directory trees
As company grows, so does user network. LDAP admin tool can swiftly expand a vast directory

tree and make it easily accessible.
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4. Tabbed Browsing

Tabbed browsing in LDAP Admin Tool lets user load different connections in separate tabs of a
single admin tool window, so user can jump between them quickly and easily. Using tabs instead
of new windows to display content creates a smaller memory footprint and therefore reduces the

strain on the operating system and the directory servers.

5. Drag and Drop

LDAP Admin Tool provides user with an ability to copy or move objects across containers by
dragging and dropping the entries or containers, use Windows/Linux clipboard to copy a set of
objects, DN, LDIF and so on. User can perform operations with a group of objects as well as

with a single object. For details turn to the_Editing the Directory section.

6. Powerful Attribute Editors
LDAP Admin Tool wizards and editors allow user to create, edit and delete attributes. It provides
a set of powerful editors to edit the binary, Hex, File, image, object class, DN, Generalized Time,

Boolean and Integer fields. User can find the detailed description in the Dialog Editors section.

7. Search
LDAP Admin Tool provides a powerful search tool which allows user either to create the search

filter text directly or to build the filter visually by selecting the attributes.

8. SQL Search

Search the LDAP using SQL-like syntax. LDAP Admin Tool provides two powerful tools which
allow user either to edit query text directly with syntax highlighting or to build a query visually
with a drag and drop function using keywords and attributes. User can find the detailed
description in the SQL Search section.

9.SSL

LDAP Admin Tool allows user to connect to the Idap server using SSL/TLS. User can add

certificate to user store using Manage Certificates or it will prompt user to add the certificate to

user store (Like any html browseri 6 Wo ws$edl i ke t o c ont SeatheeSSlasecyionway 6 ) .

to learn the details.

10. Cross Server Operations
With LDAP Admin Tool copy and paste data across servers (Servers must have the same

schema). Please see the cross server operations section for more detail.
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11. LDAP Bind
LDAP Admin Tool allows user to connect anonymously as well as with simple authentication.
Ifus er dknavshe éomplete bind DN user can connect anonymously and then select

rebind.

12. Customization according to user preferences and needs

In LDAP Admin Tool user can customize the behavior of its tools and set a lot of other
preferences

All the options and their meanings are listed within the Preferences dialog description.

13. Containers and sub entries

A Delete - LDAP Admin Tool allows user to delete container entries from the directory. It
deletes all subentries before deleting the containers.

A Copy - LDAP Admin Tool allows user to copy container entries. It also copies all
subentries.

A Move - LDAP Admin Tool allows user to move container entries. It also moves all

subentries.

14. Multiple Entries/ Directory Sizing/Simulate Load
LDAP Admin Tool supports creating multiple entries from any one entry. User can create
hundred of thousand of entries from any one entry to determine the sizing of user Idap server or

simulate the load by running multiple instances of LDAP Admin tool creating multiple entries.

1.1.1 Professional Edition Exclusive Features

The Professional Edition of LDAP Admin Tool contains more features like predefined
customizable searches for both LDAP & Active Directory. This is the version of LDAP Admin
Tool you want to use if you use your machine mainly in a professional setting. For example,
most business user and administrators will want this edition to quickly search directory tree using

one click searches and schedule export tasks.

1. LDAP Predefined Searches
LDAP Admin Tool Professional Edition provides following one click predefined and

customizable searches:
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LDAP Object Predefined Searches

1 All Objects

1 All Objects Created (Today, Yesterday, Last 7 days, Between ...)
1 All Object Modified(Today, Yesterday, Last 7 daystween.)

T All Objects with selected attribute present

T All Objects with selected attribute not present or null

LDAP User Predefined Searches

1 All Uses

T All Uses Created (Today, Yesterday, Last 7 days, Between ...)
T All Uses Modified (Today, Yesterday, Last 7 day&tween.)

T All Useswith selected attribute present

1 All Useswith selected attribute not present or null

LDAP Group Predefined Searches

T All Groups

T All Groups with Members

T All Groups without Members

1 All Groups Created (Today, Yesterday, Last 7 days, Between ...)
T All Groups Modified (Today, Yesterday, Last 7 ddystween.)

1 All Groups with selected attribute present

1 All Groups with selected attribute not present or null

2. Active Directory Predefined Searches
LDAP Admin Tool Professional Edition provides following one click predefined and

customizable Active Directory searches:
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Active Directory Object Predefined Searches

T All Objects

7 All Deleted Objects

7 All Objects Created (Today, Yesterday, t @slays, Between ...)

1 All Object Modified (Today, Yesterday, Last 7 days, Between...)
T All Objects with selected attribute present

1 All Objects with selected attribute not present or null

Active Directory Logon Predefined Searches

1 All Userswho neverdgged on

1 All Userswho logged on Today

T All Userswho logged on Yesterday

T All Userswho logged on in last 7 or 30 days

T All Userswho logged on between...

Active Directory User Predefined Searches

T All Users

1 All Disableduses

71 All Enableduses

T All Locked outuses

T All userwith logon scripts

T All userwith manager

T All userwithout manager

T All recently deletedises

1 All UsersCreated (Today, Yesterday, Last 7 days, Between ...)
T All UsersModified (Today, Yesterday, Last 7 days, Between ...)
T All Userswith selected attribute present

1 All Userswith selected attribute not present
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1 All Userswith Dial-in access allowed
1 All Userswith Dial-in access not allowed
T All Userswho never logged on

T All Userswho logged on (Today, Yesterday, In Last 7 days, between..

Active Directory Password Predefined Searches

T All Userswith Password Never Expire

T All Userswith Password Always Expire

T All Userswith Encrypted Password Enable

1 All Userswith Password changed in the last 60 or 30 days

1 All Userswith Password nathanged in the last 60 or 30 days
T All Userswith bad Password in the last 7 or 30 days

1 All Userswith bad Password between ...

Active Directory GPO Predefined Searches

T Al GPOs

1 All Deleted GPOs

1 All Disabled GPOs

T All Userssettings Disabled GPOs

1 All GPOs Created (Today, Yesterday, Between ...)
1 All GPOs Modified (TodayYesterday, Between.)

1 All GPOs with selected attribute present

T All GPOs with selected attribute not present

Active Directory Account Predefined Searches
T All Userswho never logged on
T All Userswho logged on Today

1 All Userswho logged on Yesterday
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1 All Userswho logged on in last 7 or 30 days

T All Userswho logged on between...

Active Directory Group Predefined Searches

T All Groups

T All Groups with Members

T All Groups without Members

T All Managed Groups

T All Unmanagedsroups

T All Security Groups

1 All Distribution Groups

T All Universal Groups

T All Main Enabled Groups

1 Recently Deleted Groups

T All Groups Created (Today, Yesterday, Last 7 days, Between ...)
1 All Groups Modified (Today, Yesterday, 87 dayshetween.
1 All Userswith selected attribute present

1 All Userswith selected attribute not present

Active Directory Contact Predefined Searches

71 All Contacts

1 All Mail Enabled Contacts

1 Recently Deleted Contacts

1 All Contacts Created (Today, Yedlawy, Last 7 days, Between ...)

1 All Contacts Modified (Today, Yesterday, Last 7 days, Between...

Active Directory Computer Predefined Searches

1 All Computers
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All Disabled Computers

All Enabled Computers

All Managed Computers

All Unmanagedomputers
Recenly Deleted Computers

Computers with Operating System ...

All Computers Created (Today, Yesterday, Between ...

All Computers Modified (Todayyesterday, Between.)
All Computers with selected attribute present

All Computers with selected attribute mesent

Active Directory Printer Predefined Searches

f
f

All Printers

All Disabled Printers

All Enabled Printers

All Managed Printers

All UnmanagedPrinters

Recently Deleted Printers

All Printers Created (Today, Yesterday, Between ...)
All Printers Modified(Today, Yesterday, Between.)
All Printers with selected attribute present

All Printers with selected attribute not present

Active Directory Exchange Predefined Searches

1
f
f
il

Mailbox EnabledJser
Mail Enableduser
Mail Enabled Groups

Userwith Email ProxyEnabled
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Groups with EmaiProxyEnabled

Delivery Setting.. (DefaulBending Size, Accept from...)

Mail Box Settings (Default Storage, Mail box with size limits)
Userhidden from exchange address list

Userunhidden from exchange address list

Mail is forwarded to another..

Outlook web access enabled/disabled

POP3 access enabled/disabled

IMAP4 enabled/disabled

Active Directory OU Predefined Searches

f
f

All OUs

All OUs Created (Today, Yesterday, Last 7 days, Between ...)
All OUs Modified (Today, Yesterday,ast 7 days, Between ...)
All OUs with selected attribute present

All OUs with selected attribute not present

1.2 Installation

Installing LDAP Admin Tool for the first time on PC:

A Download the LDAP Admin Tool distribution package from the download page at our site;

A Run LdapAdminToolSetup.exe from the local folder and follow the instructions of the

installation wizard;
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A Find the LDAP Admin Tool shortcut in the corresponding program group of the Windows Start

menu after the installation is completed.

To upgrade the installed copy of LDAP Admin Tool to the latest version:

A Download and execute the LDAP Admin Tool executable file from the download page at our
site

A Run LDAP Admin Tool using its shortcut in the Windows Start menu.

1.3 Registration and Activation

Thank you for your interest in purchasing LDAP Admin Tool!

User can select licensing options and activate LDAP Admin Tool from the License->Registration
and Activation menu. It is possible to purchase on-line, by fax, mail, toll-free phone call, or place
a purchase order. We send the software serial key by email within 24 hours after completion of
the order process. If user have not received the serial key within this period, please contact our

sales department.

Upon purchasing LDAP Admin Tool you confirm that you have tested the product and you are

completely satisfied with its current version.

To obtain technical support please visit the appropriate section on our website or contact us by

email to support@I|dapsoft.com.

1.4 License Agreement

Please carefully read the following legal agreement.

The use of the software provided with this agreement (the "SOFTWARE") constitutes your
acceptance of these terms. If you do not agree to the terms of this agreement, do not install
and/or use this software. The use of this software is conditioned upon the user's compliance with
the terms of this agreement.

License grant. LDAPSoft grants you a license to use one copy of the version of this

SOFTWARE on any single hardware product for as many licenses as you purchase. "You"
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means a company, an entity or an individual. "Use" means storing, loading, installing, executing
or displaying the SOFTWARE. You may not modify the SOFTWARE or disable any licensing or
control features of the SOFTWARE except as an intended part of the SOFTWARE's
programming features. This license is not transferable to any other company, entity or individual.
You may not publish any registration information (serial numbers, registration keys, etc.) or pass

it to any other company, entity or individual.

Ownership. The SOFTWARE is owned and copyrighted by LDAPSoft. Your license confers no
title or ownership of the SOFTWARE and should not be construed as a sale of any rights for the
SOFTWARE.

Copyright. The SOFTWARE is protected by the United States copyright law and international
treaty provisions. You acknowledge that no title to the intellectual property in the SOFTWARE is
transferred to you. You further acknowledge that title and full ownership rights to the
SOFTWARE will remain the exclusive property of LDAPSoft and you will not acquire any rights
to the SOFTWARE except as expressly set forth in this license. You agree that any copies of the
SOFTWARE will contain the same proprietary notices which appear on and in the SOFTWARE.

License and distribution. An unregistered copy of the SOFTWARE ("UNREGISTERED
SOFTWARE") may be used for evaluation purposes. The UNREGISTERED SOFTWARE may
be freely copied and distributed to other users for their evaluation. If you offer this
UNREGISTERED SOFTWARE installation package for download, then you agree to:

1) replace existing version of the UNREGISTERED SOFTWARE installation package with the
new package immediately after a new version of the SOFTWARE is released by LDAPSoft, or
2) delete an obsolete version of the UNREGISTERED SOFTWARE installation package

immediately upon written email notice by LDAPSoft.

A registered copy of the SOFTWARE ("REGISTERED SOFTWARE") allows you to use the
SOFTWARE only on a single computer and only by a single user at a time. If you wish to use the
SOFTWARE for more than one user, you will need a separate license for each individual user.
You are allowed to make one copy of the REGISTERED SOFTWARE for back-up purposes.

Reverse engineering. You affirm that you will not attempt to reverse compile, modify, translate,
or disassemble the SOFTWARE in whole or in part.
Unauthorized use. You may not use, copy, rent, lease, sell, modify, decompile, disassemble,

otherwise reverse engineer, or transfer the SOFTWARE except as provided in this agreement.
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Any such unauthorized use shall result in immediate and automatic termination of this license.

No other warranties. LDAPSoft does not warrant that the SOFTWARE is error-free.

LDAPSoft does not warrant that the DOCUMENTATION is error-free and complete. LDAPSoft
disclaims all other warranties with respect to the SOFTWARE, either express or implied,
including but not limited to implied warranties of merchantability, fithess for a particular purpose
and noninfringement of third party rights. Some jurisdictions do not allow the exclusion of implied
warranties or limitations on how long an implied warranty may last, or the exclusion or limitation
of incidental or consequential damages, so the above given limitations or exclusions may not
apply to you. This warranty gives you specific legal rights and you may also have other rights
which vary from jurisdiction to jurisdiction.

Limited warranty. This SOFTWARE is provided on an "AS IS" basis. LDAPSoft disclaims all
warranties relating to this SOFTWARE, whether expressed or implied, including but not limited
to any implied warranties of merchantability or fithess for a particular purpose. Neither LDAPSoft
nor anyone else who has been involved in the creation, production, or delivery of this
SOFTWARE shall be liable for any indirect, consequential, or incidental damages arising out of
the use or inability to use such SOFTWARE, even if LDAPSoft has been advised of the
possibility of such damages or claims. The person using the SOFTWARE bears all risk as to the
guality and performance of the SOFTWARE.

Third Party Software. The Software may contain third party software which requires notices
and/or additional terms and conditions. Such required third party software notices and/or
additional terms and conditions are located on our Website at
http://www.ldapsoft.com/help/index.jsp?topic=/LdapAdminHelp/html/thirdpartylicense.html and
are made a part of and incorporated by reference into this Agreement. By accepting this
Agreement, you are also accepting the additional terms and conditions, if any, set forth therein.
Some jurisdictions do not allow limitation or exclusion of incidental or consequential damages,
so the above given limitations or exclusion may not apply to you to the extent that liability is by

law incapable of exclusion or restriction.

Severability. In the event of invalidity of any provision of this license, the parties agree that such

invalidity shall not affect the validity of the remaining portions of this license.

No liability for consequential damages. In no event shall LDAPSoft or its suppliers be liable to

you for any consequential, special, incidental or indirect damages of any kind arising out of the
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delivery, performance or use of the SOFTWARE, even if LDAPSoft has been advised of the
possibility of such damages. In no event will LDAPSoft's liability for any claim, whether in
contract, tort or any other theory of liability, exceed the license fee paid by you, if any.

You, also agree to submit to jurisdiction in Illinois and that any claim arising out of or related to

this License agreement will be brought solely in a court in Cook County, Illinois.
Entire agreement. This is the entire agreement between you and LDAPSoft which supersedes
any prior agreement or understanding, whether written or oral, relating to the subject matter of

this license.

Reserved rights. All rights not expressly granted here are reserved to LDAPSoft.

1.5 System Requirements

Client environment

A Pentium PC or higher;

A Windows 2000/XP/2003/Vista/Windows7 or Linux Suse9/Redhat9, Ubuntu 9 or equivalent
A 256 MB RAM (512 MB recommended);

A 100 MB of free hard disk space;

A SVGA-compatible video adapter;

A Internet Explorer 6 or higher.

Server environment
A LDAPV2 or LDAPV3 (OpenLDAP, Netscape/iPlanet, Novell eDirectory, Oracle Internet
Directory, IBM Tivoli Directory, Lotus Domino, Microsoft Active Directory or any other LDAP v2

or LDAPv3 directory server)

1.6 About LDAPSoft

LDAPSoft is a privately-held company producing high-quality software for Idap administrators
and developers. The united team of eminently qualified developers is pleased to create new
software products for commercial, academic and government customers worldwide. We do our

best to design and develop products that remove complexity, improve productivity and compress
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time frames. We are glad to realize that our products take usual chores upon themselves, so

that our customers could have more time left for their creative work.

The slogan of our company is the best products for Idap. It is aimed to denote that we set to
create easy-to-use products meant for those who appreciate comfort, friendly program interface

and support when working with LDAP servers.

A We are pleased to facilitate your job.
A We aim at being of considerable assistance to our
clients.

A We feel contented doing our beloved work.

User can use the following contact information if necessary:

Our web-site http://www.ldapsoft.com

Postal address: 6321 W. Dempster St. #218
Morton Grove, IL 60053
United States
£ Tel.: 1-(800)-553-4131
£ Fax.: 1-866-759-6360 (Toll Free)

E-mail: customerservice@ldapsoft.com

Thank you again for your interest to our company!
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2 Getting Started

To start working with LDAP Servers in LDAP Admin Tool, first create a LDAP connection profile
or several Idap profiles using New Connection Wizard. If no I[dap connection profile exits please

use the test connections to connect to public server. After successful connection, user can
manages entries, modify attributes and so on. See the instructions below to learn how to perform

these operations in the easiest way.

2.1 Connecting to a LDAP Server

Once LDAP Admin Tool is downloaded and installed, click the LDAP Admin Tool shortcut to start

the application. When the application is started it will look like the following:

£3 LDAPSOft LDAP Admin Taol [E=NEEC

File Mavigate SQL Search Export Import Security Options Monitor  License Help

i} MNew Connection | = Open Connection - - (2)
Welcome &2
Wersion: 5.6 /\ﬁ % @ @ .
Release Date:  March 7, 2011 neE s q-:.-,-r‘
Status: LDAP Admin Tool Registered Version Product Home  Get Support Online Help Options

Getting Started with LDAP Admin Tool [C] Don't show this next time
Lj Create a new Connection
Run a wizard for creating a new connection

Lj Open an existing connecticn

Invokes a dialog for opening existing connection

Lj Test Connection to Ldapsoft test server (Ldapclient.com:389]

Creates a non-ssl connection to Ldapclient.com, if the server is available.
Requires internet connection

Lj Test S5L Connection to Ldapsoft test server (Ldapclient.com:636]

Creates a 551 connection to Ldapclient.com server, if the server is available.

Requires internet connection

b Click theCreate a new Conngan link or Click theNew Connectiorbutton from the mail

tool bar. The New LDAP Connection wizard opens.
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& New Ldap Connection T

Mew Connection
Click Mext to continue., i@

Connection Mame: LDAF‘SDf‘t.cnm|

Host Parameters

Hostname: www.ldapsoft.com -
Port: 359 - Protocol: LDAP w3 -
Baze DMN: -
Fetch Base DMNs Test Connection
[ Use SSL/TLS

< Back Mext = ] [ Finish l [ Cancel

» Fill out the first wizard page:

T h &€oniection Nam2 f sheuld dontain a uniqgue name for this connection, this ca
anything.

Thedlosthamé f i el d should contain the addr
instance (DNS name or IP Address of the machine. For example localhost or 127.0.0
T h dPorth |8l sheuld contain the port number on which the directory servetasilng for
client connections. In most cases it is 389 for non SSL connections and 636 for SSL
connections. luserwant to use SSL, thamserwi | | al so need to c
check box.

The 'Base DN field can be left blank in most cases. Howeveusiérwantusercan use the
"Fetch Base DNs" button to select a base DN from the namingContexts attribute of tr
DSE, orusercan enter a specific base DN.

To make sure thanformationiscorregt cl i ck on cthend Tlestt ¢
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If useronly intend to browse the data and don't want to make any changes in the serv
if the server is configured to allow unauthenticated accessuygen an c | i c k
button b connect to directory server. However, if the server does not allow anonymou
access, or iisermay want to make any changes to the data in the serveysbenill

likely need to provide values for the "Bind DN" and "&eard" fields. To enter credeats

click the ANexto button.
Q Mew Ldap Connection ﬁ
Credentials
Please select authentification method and enter authentification data %

Authentication Method

) Anonymous Authentication

@ Simple Authentication

Authentication Pararmeter
Bind DM:  cn=5tcogefdmin,o=stooges

Password: sessssssss

Save Password Check Credentials

| Hep || <Back | Met> || Ensh || Cancel

To provi deainNb uaRadstvard, fAf i r st c | i c kattihoen
radio button, this will enable the fields. Now enter the values and to makénatitiee
valuesarecorrect | i ck t he fi@hsesokbGtédant

Toprovideopt i onal values click the ANexto

connect to the directory server.
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r b |
& MNew Ldap Connection T
Connection Options
Please enter additional connection pararmeters i@

Connection Options

Filter: (ochjectclass=")
Entry count limit: 1000 Timeout: 0
Dereference Aliases Referral Handler
@ Mever Searching @ Anonymous Bind
Finding Always Auth Rebind

| Enable Referrals

V| Connect now

Help | | < Back Einish l | Cancel

|2
m
+

e

» In the wizard's third pageelect the additional connection parametendt sure what the)

should be just leave them to default and ckakishto connect to directory server.
Derefence Aliases field sets a preference indicating whether or not aliases should be
dereferenced, ahif so, when

Never- do not dereference aliases

Searching dereference aliases when searching but not when finding the base
Finding- dereference aliases when finding

Always - dereference aliases when finding the base object and when searching
Entry coun Limit should contain the maximum number of search results to return for &
search request. 0 means no limit. Default is 1000.

Timeout should contain the maximum time in seconds that the server shouldetpendg
search results. This is a serafored limit. The default of 0 means no time limit.
Enable Referrals specifies whether to automatically follow referrals or not. Check the

follow referrals automatically. Default is true.
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To connect to the server on fiboxi sh check th

P Click Finish to connect to directory server.

Unable to Read Schema
While connecting if you get a warning like this, you need to connect to directory server with
credentials.

nable to read schema!! ﬁ

Unable to read schema, please login/bind with an account
l % which has access to schema - You can also rebind with any entry
using the right-click context menu and selecting rebind

Some functions may not work correctly due to this.

There are many ways to provide credentials for connection; the simplest way to provide
credentials is to close the connection and click on the Open Connection Button from the tool bar,
select the connection and enter the User DN and Password values or click configure and provide

User DN and Password in the credentials tab.
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= Open Connection ﬁ
Mew Connection  Close  Help
Select Connection

Connection Name Hostname Port Mew
i LdapSoftTest-NonS5L Idapsoft.com 389
|
LdapSoftTest-55L Idapsoft.com 636

Server Parameters Security (leave blank for anonymous)

Hostname:  ldapsoft.com UserDM:

Port: 389 [l ssL Password:

Base DMN: [] Save Password

Connect ] l Cancel

Don6ét know the complete User DN to bin

1. Connect to the directory server using anonymous bind (Click Finish on the wizard page
1).

2. Once user are connected to the server

3. Select the entry to bind with.. and select the Rebind using this entry from the right click
context menu
4. Enter the password and click save userDN and Password if user want this userDN and

password to be used for future connections.

Note: To retrieve DN String on Windows machine, please see the forum discussion at
http://www.ldapsoft.com/forum/posts/list/85.page
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This part's topic contains the shot overviews of the common principles for working with our
software:

A Explaining user

interface

A Working with Ldap Servers

2.2 Explaining User Interface

This topic provides a brief guide to the components of LDAP Admin Tool user interface. For
detailed descriptions see below:
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“&- LDAPSoft - LDAP Admin Toal

File Mavigate

SQL Search Export Import Security  Options  Help

Lo I~

© [ New Connection (= Open Comnection © <2 v = v © L ¢ g © Search: |Cn v| = |* |Find e @eey
- Max Results: | 1000 ﬁﬂ & == e

2 Connection 1 X

= 3 RootDSE | Atkribute Mame Walue Size Type Required ~
[ CN=CONFIGURATION objectelass top 3 ObjectClass ¥ i
[ Ch=LOCALHOST objectelass person [ ObjectClass ¥
(1 CH=PWDPOLICY objectelass arganizationalPerson 20 ObjectClass ¥
£ Ch=SCHEMA objectelass inetOrgPerson 13 ObjectClass ¥
(& DC=LDAPSOFT,DC=COM objectclass ALitadmin g ObjectClass ¥
[ en=groups
cn test 4 Texk ¥
(=[5 cn=testuser = 7 o :
B cn=test = - = =
credte TimeStamp 20030302153954, 0930002 22 Operational M
ﬁ' cn=testuser :
B8 cn=users creat-o-rsﬁame CN=ROOT 7 Operatfonal M
- §  vid=1062kest444 (1000 nrodifiersiame CM=ROOT 7 Operational M
=yyyeseer mrodify TimeStamp 20030312231358, 2750002 2e Cperational M
LDAP Explorer  [d=1063test444 subsciemaSabentry cn=schema el Operational M
d=renametonewe uid test555108test 222 17 Text I
'ff uid=test5551001ke: userPassword test % userPassword ]
i uid=test555100kest AlxadminGroupId i} Integer I
i uid=testS55104kest AlxaAdminUserId Attribute Explorer i} Inkeger M
'ff uid=test555105kest ALxGroupID u] Inkteger ]
§ uid=testSSE106test || ardUserID o Integer M
§ uid=testS55107test audio o Binary "
'ﬁ u?d=test555108test businessCategory ul Text M
Iﬁ u?d=test555109tes’t carlicense ul Text M
§ id=testSS510tests departmentMumber i} Text M
i uid=test555110kest -
) description i} Text M
i uid=test555111test e o Tost N
=stinationIndicatar (2
§ uid=testSS5112test declanty 0 Tt "
§ uid=testSoS113test Lid iUl =X
§ LidetestSoS1idtest employesiuriber i} Text M
§ uid=testssB11Stest , || SMPloresType 0 Text M
R T fFacsimileTelephoneMum. .. 0 Telephone Mu,.. M
< | ) v (X} n Tk L1} o

Table View i | Schema Yiew

G

1 items selected 7 cn=root 3:52:64

LDAP Explorer Pane
The LDAP Explorer field occupies the left side of LDAP Admin Tool main window. It displays all

the entries including system entries.

The explorer provides the fastest way to reach the entry properties and to perform the following

operations with Idap entries using the popup menu:

A Create new entries (New User, New Group, New Entry like the selected entry, New Entry
from scratch, New Entry wizard)

A Edit currently selected entry

A Delete currently selected entry from the Idap

A Duplicate entry using copy
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Move entry using cut and paste
Rename entry

Refresh entry

Rebind using the entry

Copy entry DN

Copy entry as Idif

o Do Do Do Do Do D>

Edit entry group membership

A Copy select, update, insert and delete sql statements
A Search selected entry

A View Connection properties

A Export and Import entry in Idif, csv and excel and sql formats

Attributes Explorer

The LDAP Explorer field occupies the right side of LDAP Admin Tool main window. It displays all
the entryds attributes including system attributes.
The attributes explorer provides the fastest way to reach the attribute properties and to perform

the following operations with entries using the popup menu:

Add new attribute

Add new attribute value
Add/remove obiject class
Edit attribute value

Delete attribute

To To Do Do Io Do

Edit attribute value with selected editor (Text editor, Boolean editor, DN editor, File/Hex
editor, Image editor, Integer editor, Generalized time editor, password editor or to restore
the default editor)

A Copy attribute name, value or both

I

Reload attributes

A View attribute properties

Quick Search Toolbar
The quick search bar makes it possible to do common searches for example, specific employee
name, part number, email address and so on, without having to access the menu bar or enter a

complete LDAP-format search request.
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User can quickly execute simple, single-attribute-value searches using the quick search bar,

which contains a pull down list of common attribute types.

Toolbars
The bars occupy the top of the main window. The Toolbars provide quick access to the most
frequently-used functions. Just position the mouse over a tool and wait for a second to display a

brief text describing what it is for.

2.3 Tabbed MDI

LDAP admin tool is only available in tabbed MDI style, as tabbed MDI is the proven solution
which removes the strain on the operating system and the directory servers. Top tabs are for the
connections and the active tab is highlighted where the inactive tabs are not. The bottom tabs
are for the tableview, schema view and search results with in the connection tab.

User can switch between the sheets with corresponding sheet tabs or using Ctrl+Tab. If user
don't see the tab, click the tab scrolling buttons to display the tab, and click the tab. To close the

tabclickt he 6x6 button.

- LDAP Admin Tool User Guide (Standard & Professional Edition)



- LDAPSoft - LDAP Admin Tool
File Mavigate SQL Search Export  Import  Security  Options  Help

© % Mew Connmection [ Open Connection - Search: |cn | = * Find Mow Clear - ;;I‘_' ﬁ £ £ hﬁ‘
R A= G =T 7))
public Server - Idap.itd.umich.edu: 389 Q& | o= 7 |

| Max Resulks: [ 1000

woConneckion 1 X

7 RookDSE 4| Attribute Name

Size Type Re...
17 CH=CONFIGURATION objectelass 3 Chject,..
1) CHN=LOCALHOST objectclass person ] ObjectC...
1[0 CN=PWDPOLICY objectclass organizationalPersan | Connections Tab |20 ChijeckC...
1-(0) CN=5CHEMA objectelass inekOrgPerson 13 ChijectC...

1-[2 DC=LDAPSOFT,DC=COM
#-7) cr=groups
== cri=testuser
== en=test
@ cn=testuser
== cn=users

objectclass ALxAdmin g Ohject ...
en test 4 Texk
sn test 4 Text
create TimeStamp 20020303153954,0930002 22 Operati, ..
creatorsiame CH=ROOT 7 Operati,..

i
¥
i
¥
i
i
b
M
M
B § uid=1062test444 (1000+) modifiersNane CHN=RCOT 7 Operati.. M
§ comyyyssser modify TimeStamp 20080312231358.2750002 22 Operati.. M
§ uid=1063kest444 subsclemaSubentry cn=schema 9 Operati.. M
§  uid=renametonewentry uid testS55108teskZ22 17 Texk M
@ uid=test5551001testz22 userPassward test 4 userPas... M
§  uid=testSE5100testz22 ALxAdminGroupId i} Inkeger M
§  uid=test5E5104test222 AlxAdminlserld u} Inkeger M
@ uid=test555105test 222 ATXGroupID u] Inkeger M
§ uvid=testSSS106testz22 AT¥serID i} Inte
ger M
# uid=testS55107testz22 audio 0 Binary N
[ ic=t=ctS55105 : businessCategory 0 Text M
@ uid=t=stSE5109test 222 carlicanss 0 Taxt N
f uid=testSS510test222 departmentMurnber i} Texk M
@ uid=test5551 10test 222 -
) description a Texk M
§ uvid=testSSS111testzzz destinationIndcat 0 E— N
estinationIndicator el
§ uid=testS55112testz22 discl
# uid=testsss113testz2z bephsytiame 0 Tk N
§ uid=testSS5114test222 ernployeeiimber . . L Text N
§ Lid=testSoS11Gtestzz? 2 employeeType Tabs within connection for ] Text ]
v R --——} FacsimileTelephoneun tableview, schemaview, filter 0 Telepha... M 2
: = g Ciuashiocna search and sgl search results. = o = 4
Table View 27 | Schema View Welcome e |
€ cn=root i

2.4 Working with Ldap Servers

After creating a LDAP connection profile (New Connection Wizard), the profile appears in the

open connection dialog. Now user can establish connection to a Idap server. If connection

succeeds, the admin window will show the connection tab with tableview selected. The RootDSE

node expands displaying the tree of objects.

Now user can perform all the necessary Idap admin routines such as creating, editing, copying,

extracting and dropping Idap objects, build queries visually, execute queries and SQL scripts,
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A Attribute Editors
A Search

A SOL Search

% Open Connection @

Mew Connection Close Help

Select Connection

Connection Name Hostname Port
1BM Tivioli Directory Server localhot
Edirectory Server - S5L 192,168.2.5 636
Oracle Directory Server 192.168.2.6 389 :
Microsoft Active Directory Server 192.168.2.7 389
Netscape/iPlanet 192.168.2.8 339
Lotus Domino 192.168.2.123 389
OpenLdap 192.168.2.67 389
Server Parameters Security (leave blank for anonymous)

Hostname: | localhot ] UserDN: l cn=root

Port: | 389 ' DSSL Password: l ssessese

Base DM: i } Save Password

[ Connect [ Cancel

User can also view the connection list from the top right tool bar. Double click the connection to

connect to the server.
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“&- LDAPSoft - LDAP Admin Tool
File Mavigate SQL Search Export Import  Security  Options  Help

‘9 Mew Connection (=~ Open Connection

o T e I MaxResus: (000 | L PGS @)

W localhost ¢

m -

Search: | cn

\a,';‘:' cn=testItgroup

\a'?‘r cn=tgroup

= [ cn=testuser
= cn=test

Q cn=kestuser
== cn=users
2§ uid=1062test444 (10004

uid=1063test 444
uid=renametonewen
uid=test5551001tesl
uid=testS55100test:
i t555104tesks
~testS55106test:
uid=test555107test:
uid=test555108test:
Uid=test555109test:

Attribute Mame Value
carlicense
departmentiumber
description
destinationIndicator
displayMame
employeeNumber
employeeType
facsimileTelephone. ..
givenhlanne
haomePhone
homePostaladdress
initials
internationallSOM. ..
jpegPhota
|

Size  Type
0 Texl

This tool bar bution will
showyhide the bottom
connection window

b oefe =0e =D =k e =De =0c =0 =0 =0

uid=testS5510kest 22 B
Z . T >" - IabnleledURI

Texk
Texk
Telep...
Texk
Telep...
Texk
Texk
Texk
jpegP...
Texk
Texk

[ [ e [ s Y s Y s [ s N e N T s s o |

=z 2z =222 ===2=2=2 =2

Table View % Schema View

@ Connections

[]3 IBM Tivioli Directory Server

G) Edirectory Server - S50

[:b Cracle Directory Server

[]3 Microsoft Active Directory Server
[]3 Metscape/iPlanet

G; Lotus Domino

G; OpenLdap

[y localhost

1 items selected §] cn=root 3:52:64
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3 Connecting to Directory

There are different ways to connect to a directory:

A From main menu, select File| New Connection

A From main menu, select File]| Open Connection

A Select New Connection or Open Connection from the tool bar

When user selects the Open Connection, open connection dialog opens where user can select

the connection to connect.

When user selects the New Connection, new connection wizard opens where user can specify
the connection parameters, if the connect now check box is selected, it will create a connection

to server.

3.1 Open Connection Dialog

To open Connection dialog choose from one of the following options:
A From main menu, select File] Open Connection

A Select Open Connection from the tool bar

To create new connection, c¢click 6Newd button and
To Connect select the connection and click connect button. To configure select the connection

and click configure button. To delete select the connection and click Delete.

When user select a connection, the connection parameters are populated in the server
parameters and security parameters panes. User can modify the connection parameters directly

from the bottom pane and when user click connect; it will save all the connection parameters.
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& Open Connection

Mew Connection  Close  Help

Select Connection

Me
Connect
Configure

Refresh

Delete

Conneckion Mame Hostnarme Part

IEM Tivali Direcl FEF lncalbost 3a9

Edirectory Server -- 35L 192,165.2.5 636

Crracle Server 192.165.2.6 359

Microsoft Active Direckary 192,168.2.7 389

MetscapefiFlanet 192,165,258 359

Lakus Daming 192.1658.2.9 389

CpenLdap 192,165.2.10 389

Mew Conneckion 1 192.165.2.10 359

Server Parameters Security (leave blank for anonymous)
Hostname: | localhost | UserDn: | cn=rook

Part: | 389 | [JssL Passward: | TIIIITL
Base Dh: | | Save Passward

Conneck

]

Cancel

X

3.2 New Connection Wizard

New LDAP Connection Wizard allows user to create profile and connect to a Idap server. To run

the wizard, select File [New Connection from the main menu or press the Ctrl+N hot keys

combination. User can also use the New Connection button of the main toolbar.
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x]

& New Ldap Connection

New Connection

Hoskname must be specified

Connection Mame | Mew Connection 1 |

Hosk Pararnekers

Hostname: | R |
Port: | 389 v|  Protocol: | LDAP v3 v|
Base DM: | L" |
[ Fetch Base Dhs ] [ Test Connection ]

[ ]use 55L/TLS

A Setting Ldap connection properties

A Creating SSL Connection
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4 Searching a Directory

In LDAP Admin tool user can search for an entry in three ways:
A Quick search using simple criteria

A Complex search using a wider range of criteria, user can also save complex searches.
A SOQL search using sql like syntax.

Search results are displayed as complete directory trees, which lets user browse large numbers

of search results. User can also edit the attributes from the search results.

4.1 Quick Search

User can quickly execute simple, single-attribute-value searches using the quick search tool bar,
which contains a pull down list of common attribute types.

The quick search bar makes it possible to do common searches, for example, Employee email
address, employee name and so on, without having to access the menu bar or enter a complete

LDAP-format search request.

Search: | mail w | = = |test@ldapsoft.com| Find Mow  Clear

CEIL A I I = B

ize Type Req...
ObjectClass ¥

The search results are displayed as complete directory trees in a Search Results Tab, which lets
user browse large numbers of search results. User can also edit the attributes from the search
results tab. Double click the attribute to edit it. User can also edit from the right click popup

menu.
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“%- LDAPSoft - LDAP Admin Tool
File Mavigate SQL Search Export Imp

‘9 Mew Connection =% Open Connection

S e et Max Resuls: ZIDEID

‘:ﬁ:'—v
: LTt

ort  Security  Options  Help

P-TE-X
@ e

Search:

cn

| Find Maw  Clear

it localhost X I B - I~ N
= 0 Search Results {1000+) || Attribuke Mame Yalue Size  Tvpe R... |5
i uid=1062test444,cn=users,cn=test,cn objectclass kop 3 Objec... ¥
'a uid=1063test444Juid=1062test444Jcn= objectclass person g ObjBE... Yy
i vid=renametonewentry, uid=1062test4 objectclass organizationalPerson 20 Objec,.. ¥
g uid=test5551001kestZ22, uid=1062test objectclass inetOrgPerson 13 Objec... ¥
§  uid=test5E5100test222, Lid=1062test Shiecteiees ALsAdmin i Objec... ¥
§ uid=testSS5104testz22, uid=1062test4 n et * Tt Y
§ uid=testSSS10testzz2 uid=1062testd || o test 4 [Tet ¥
'E Lid=testS55107test222 Lid=1062test4 cregte NimeStamp  20080308154001.8590002 22 Oper... N
§ uid=testsssiOatestzzz,uid=10g2tests || Creiorsiame EN=ROQT ¢ |Oper. |N
§  uid=testS55109test222, Uid=1062kest4 modifiersame  CN=ROOT 7o Oper. M
8 Lid—testSSS10test222, Lid=1062test44 modify TimeStamp  20080308154001, 8590002 22 Opet.. M

§  uid=test555110testz22, Lid=1062testd subschemasSuben... cn=schema 9 Opef... M 4
§  uid=test555111testz22, Lid=1062testd uid testSE51002testz22 13 Texk M
§  uid=test555112testz22, uid=1062kestd userPassword test 4 userP,.. M
§  uid=test555113testz22, uid=1062kest4 AlxAdminGroupld 0 Integer M
§  uid=test555114testz2Z, uid=1062kest4 AlxadminUserld 0 Integer M
§  uid=test555115testZ22, Lid=1062testd AlxGroupID o Integer N
i uid=testS55116testz22 uid=1062testd Al¥UserID 0 Inteqer W
§ uid=testSS5117testz22, uid=1062test4 audio o Binary M
§ uid=test555118testz22, uid=1062test4 businessCategory 5 — T
§ uid=test555119testz22, uid=1062test4 carlicanze P et N
§ uid=testS5511testzZ2, uid=1062test44 departmenthlumber 0 Text N
§ uid=testSS5120estz22, uid=1062test4 o
) ) description 0 Text M
§  uid=test555121testz22,uid=1062kest4 ——r "
§ uid=testS55122test222 uid=1062tests || onationindicatar 0 [Tedx IN
§ uid=testS55123test222, Lid=1062test4 displayName o Text N
§ uid=testSsSizdtestzsz, uid=1062tests || ETPIOYESNUMbET 0 |Text |N
§ uid=testSSS125testz22,uid=1062testd | SMPloveeType g Text M
2 e oee o eeee ) FacsimileTelephone. .. 0 Telep... M
< | | | —— Search Results Tab - T " |
Table Wiew Schema Yiew Search Result’s—'ﬁ_k_f—g
1 items selected ¥} cn=root 3:52:64 i
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Quick Search Operators

Quick Search Bar Example Filter Results of Example Filter
= (Equal To) mail=test@Idapsoft.com  All entries with email test@I|dapsoft.com
I=(Not Equal To) ((title=manager)) All entries with a title other than manager

. All entries with a surname starting t, and
sn>=

any subsequent letter of the alphabet
>= (Greater Than or ) ) )

including Tony, Whiteford and Zelda

Equal to) . .
All Entries with a postal code greater than
postalcode>=5000
or equal to 5000.
. All entries with a surname starting t, and
sn<=
any preceding letter of the alphabet
<= (Less Than or including Tony, Shelly and Adrian
Equal to) All Entries with a postal code less than or
postalcode<=5000
equal to 5000.
o All entries with a surname that sounds like
~=(Similar To) sn~=marry

marry, including marie, maria

4.2 Complex Search

User can perform more complex searches using the Search dialog. Search Dialog can be

opened from the entry popup menu (Right Click) or from the main menu Search | Search

Search dialog lets user search one of the following:
A Ent r mriesliate children but not entry itself (one level)

A Entry and all of its subentries (subtree)
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&’ Search

IO PR it ot 555100 2tesk222,uid=1062test 44, crmusers cr=test, cr=testuser, DC=LDAPSOFT,DC=COM R

T One Level  (3) Subtree

Build Filter | Text Filker
———
[Jmot 4 Add Join | OpenFilker 5] Save
|0hjectCIass v_.J Beqgining With v_.J | |
<, i | %
e A
T
i —
Filter Preview: (objectClassm j)
ra

[
“H‘\"\-.____—____.-—-//
Help [ Search J [ Cancel J

To search for groups (ObjectClass=top And ObjectClass=groupOfUniqueNames), click (+)
button to add one more row then select the equal to from the drop down and type in the

6groupof Uni qu ited previevewill.show theefiltef as user is constructing the filter. To
remove any filter row click the (-) button.

Note: 6 Not 6 Cpnebe added to the query by checking the Not checkbox on the top
left hand side.
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¥ Search

Seatch Base: | cn=testuser, D=L DAPSOFT, DZ=C0M

Build Filter | Text Filter |

(1 0one Level (%) Subtree

[Jrot 45 Add Join | 5 OpenFiker  [5] Save
ohjeckClass | |Egual To ¥ | | top @
And ¥ | | objectClass ¥ ¥ || | groupOfUniquetames @E

Filter Preview: [ objectClass=top){objectClass=groupOfiniqueMames )]

Help | Restore Defaulks

[

Search ] [ Cancel ]

Note: Operators (And-Or) cannot be mixed in one filter set, to add both in one query click

Add Join button on the top.
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¥ Search

Seatch Base: | cn=testuser, D=L DAPSOFT, DZ=C0M

Build Filter | Text Filter |

(1 0one Level (%) Subtree

[Jrot ] &dd J-:-ir< & OpenFiker [5] Save
ohjeckClass | |Egual To ¥ | | top @
And ¥ | | objectClass ¥ | |Equal To ¥ || | groupOfUniquetames @E
\ ¥ | | objectClass || | Begining Ywith ¥ | | groups @E
=
objectClass || | Begining Wwith * |\| top @
And ||\ objectClass || | Begining Wwith ||\ conkirer @E]
\— Cannot mix and match
And i Or operators in Join of two filters
one filter set

Filker Prewview:

jectClass=continer* 1))

[ (B objeckClass=top){ objectClass=groupOflUniqueMames{objectClass=groups* )& objectClass=top*)i{ob

Help | Restore Defaulks

[ Search ] [ Cancel ]

Filters can be saved and retrieved using the Open Filter and Save Filter buttons.
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Complex Search Operators

Complex Search

Example Filter

Results of Example Filter

Equal To (=)

mail=test@Idapsoft.com

All entries with email test@Idapsoft.com

Not Equal To (! =)

(!(titte=manager))

All entries with a title other than manager

Greater Than or
Equal to (>=)

sn>=t

All entries with a surname starting t, and any
subsequent letter of the alphabet including
Tony, Whiteford and Zelda

postalcode>=5000

All Entries with a postal code greater than

or equal to 5000.

Less Than or Equal
to (<=)

sn<=t

All entries with a surname starting t, and any
preceding letter of the alphabet including
Tony, Shelly and Adrian

postalcode<=5000

All Entries with a postal code less than or
equal to 5000.

Beginning with

mail=test*

All entries with email that begins with test

including test@Ildapsoft.com,

test@nowhere.com.

Not Beginning with

(Y{(mail=test*))

All entries other than those in which the

email begins with test.

Containing

sn=*ar *

All entries with a surname that includes

the letter ar, including marry and mary.

Not Containing

(Y(sn=*ar*))

All entries with a surname that does not

contain the letter ar

All entries with a surname that end with e,

Ending in sn=*e )
Including Doe and Dole.,
o All entries with a surname that do not end
Not Ending in (Y(sn=*e)) )
with e
Present sn=* All entries with a surname.
All entries with no data in the attribute sn,
Not Present I(sn=*) and all entries that do not have the

attribute sn
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mailto:test@ldapsoft.com

All entries with a surname that sounds like

Similar To (~=) sn~=marry ) ) ) )
marry, including marie, maria
All entries that do not have a
Not Similar To (~=) (Y(sn~=marry)) surname similar to marry, including

entries that do not have the attribute sn

4.3 SQL Search

LDAP Admin Tool provides tools for working with SQL-LDAP queries: SQL Editor for editing the

query text directly and drag and drop visual query builder for building queries visually.
To create a new query in SQL-LDAP Editor:

AsSelect the SQL | SQL main menu item or select the SQL from the toolbar

A Build the sqgl by dragging and dropping the keywords, operators and the query parameters
from the bottom pane

This how the sql editor looks like when first open.
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-%- L DAPSoft - LDAP Admin Tool
File Mavigate 3QL Search Export  Import  Security  Options  Help

| Y mMew Comnection (= Open Commection © <= v o v La ¢ 47 oY s 0 ) @) ¢ (@Run Al Fort (= opensol [ save sol

Double Click, Right Click or ~ 5GL Search Level: (OBase only (O One Level (2 5ub Tree (All)  Max Resulks: <---- Important SQL Parameters
SELECT(*) * = (3 RootDSE
COUMT =
= R
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SET a
onelevelscope -=
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basescope 3 SOL From Attribute Lisk
15 NULL Show SQL Examples
IS MOT MULL

Table Wiew Schema Yiew soL i

ﬁ cn=rook i

Opening Queries

Queries can be opened either in SQL Editor or from the tool bar
To open a query in SQL Editor
A click the & on the top right hand of the tabs

or

A select the = Open Sql from the sql tool bar.

Executing Queries
To execute a query:

Highlight the query to run or it will try to run whatever user typed in the editor
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Then

A click the @ on the top right hand of the tabs
or

A click the @ Run from the sql tool bar
or

A right click any where in the sql editor and select @ Run Sql from the popup menu.
View and edit the returned data in the SQL Results tab
Saving Queries

To save a query:

A create a new query or open the existing one

A select the | on the top right hand of the tabs
or

A select the [5] save SQL from the sqgl tool bar
or

A select the SaveSQL or SaveAs from the File menu
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-%- L DAPSoft - LDAP Admin Tool
File Mavigate 3QL Search Export  Import  Security  Options  Help

| TY Mew Comnection (= Open Comnection © <2 v ooov oL ¢ @ ol et ) @) @Run A

Double Click, Right Click or ~ 5QL Search Level: (O Base Only (O One Level (8 5ub Tree (Al Max Resulks: | 1000 <---- Important SQL Parameters
SELECT * = 3 RootDSE | | objectclass
COLINTY = - || Run
UPDATE LIKE [ CH=CONFIGLRATION createTimeStamp:
DELETE NOT [ Cu=LOCALHOST creatorshlame
INSERT < [ CH=PWDPOLICY modifiersMame
WHERE €= CN=SCHEMA modify TimeStamp Exrort
AND = e subschemasuben i
on - = (&2 DC=LDAPSOFT, DC=COM
ORDER. BY <= == en=testuser
;E_?M 3,.! \:ﬁ'fr cn=1testGroup = Show History
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15 NULL ) o= Show SQL Examples
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Table Wiew Schema Yiew soL i
i cn=root 2:0:11 9 Items &l

4.3.1 Working with SQL Editor

SQL Editor is the basic LDAP Admin Tool Editor for creating and executing queries. It allows
user to create and edit SQL text for the query, prepare and execute queries, and view the results
of execution.

To open SQL Editor, select the SQL|SQL main menu item.

Working with editor area
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The Editor area is provided for working with the text of the query. SQL keywords are highlighted
inthetext. Usercan drag and drop keywords, operators, entr
from the bottom pane. User can also add them to the editor by double clicking or from the popup

menu.

- L DAPSoft - LDAP Admin Tool
File Mavigate SOL Search Export  Import  Security  Options  Help

. £ Mew Comnection (= Open Connection & <o v = v 1 L g ¢ G A wE 0 5 @) ¢ @ Run Al Fort (= OpenSoL [ Save saL
&

7! 1BM Tivoli Directary Server X

Select * from DC=LDAPSOFT,DC=C0M

Select COUNT(*) from cn=testuser, DC=LDAPSOFT,DC=COM|

\ Editor Area

Double Click, Right Click or 5L Search Level: (OBase only (O OneLevel (8)5ub Tree (Al Max Results: | 1000 «---- Important SQL Parameters
SELECT * = [ RootDSE # | |objectclass
A ] L=IKE (5 CH=CORFIGURATION ErneateTimeStamp Run
DELETE NOT (5 CN=LOCALHOST creatorshlame
INSERT < [0 CN=PWDPOLICY modifiersMame
WHERE = [ CN=SCHEMA mobdih';TimeStabmp
AMND = subschemaSuben
oR - =2 DC=LDAPSOFT, DE=COM
ORDER BY £ == cn=kestuser
;E?M ’ i cn=1testaraup L Show Histary
snelevelscope _; \i\j':r cn=2testEroup
225
subkreescope { 1 cr=3testEroup ’ )
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basescape ) L {8 cn=atestGroup E "S:mms'qt:réb”te "l'St
Show SQL Examples
15 NOT HULL ;'ﬁ':r cn=5teskEroup W = LEER
Table Wiew Schema Yiew soL 7
£ cn=root z:0:11 9 Ttems ul

Executing query and viewing results

To execute the query click the Execute button. If the query text is correct, the query is executed,
and if the query statement is supposed to return data (e.g. SELECT statement), the Result tab
opens with the data returned by the query. If an error occurs while executing the query,
execution stop is stopped and the appropriate error message is displayed.

The Result area displays the result data in table format.
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4.3.2 Supported SQL Statements

LDAP Admin Tool supports the following types of sqgl statements. Joins are not supported at this

time.
A Select Statements
A Update Statements
A UpdateAdd Statements
A UpdateReplace Statements
A Delete Statements
A Insert Statements

4.3.3 Select Statement
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The SELECT statement queries data from Idap. The statement begins with the SELECT
keyword. The basic SELECT statement has 4 clauses:

T SELECT

T FROM

1 WHERE

1 Query Scope
See also:

Select statement examples

The SELECT clause specifies the attributes that are retrieved. The FROM clause specifies the
entries accessed. The WHERE clause specifies the condition. The WHERE clause is optional; if
missing, all the entries within the container will be returned depending upon the query scope.
The QUERY SCOPE is new for Idap query, if missing the default is subtree scope and will return
all the subentries (user can change the default from the radio buttons at the bottom of sql editor)

To select all the entries within an entry (including entry and all its subentries) type sql statement
as:

Select * from DC=LDAPSOFT,DC=COM

This sql will return all the entries in the DC=LDAPSOFT,DC=COM container as the default scope
is subtree scope, the above sgl statement is same as :

Select * from DC=LDAPSOFT,DC=COM subtreescope

To select only the immediate children type sql statement as:

Select * from DC=LDAPSOFT,DC=COM onelevelscope

To select the entry only type sql statement as:

Select * from DC=LDAPSOFT,DC=COM basescope

There is no need to provide the scope (subtreescope, onelevelscope or basescope) in
the sql statement. The scope can be selected using the radio button at the bottom of
the editor window
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Max Results: | 1000 -

# | |objectclass A

If the sql statement contains the scope it will take precedence over the scope selected using

the radio buttons

Query

Scope Selected
(Radio Button)

Results of Query

Only 1 Entry is returned (

1) Select * from Base Only
DC=LDAPSOFT,DC=COM)
DC=LDAPSOFT,DC=COM
All the immediate children of
2) Select * from
One Level DC=LDAPSOFT,DC=COM are returned
DC=LDAPSOFT,DC=COM )
excluding entry DC=LDAPSOFT,DC=COM
All entries within DC=LDAPSOFT,DC=COM
3) Select * from are returned including
Sub Tree

DC=LDAPSOFT,DC=COM

DC=LDAPSOFT,DC=COM and all its
subentries.

4) Select * from
DC=LDAPSOFT,DC=COM basescope

N/A (as the scope in
the sql statement will
take precedence)

Sameas 1
Only 1 Entry is returned (
DC=LDAPSOFT,DC=COM)

5) Select * from

DC=LDAPSOFT,DC=COM onelevelscope

N/A (as the scope in
the sql statement will

take precedence)

Same as 2

All the immediate children of
DC=LDAPSOFT,DC=COM are returned
excluding entry DC=LDAPSOFT,DC=COM

6) Select * from

DC=LDAPSOFT,DC=COM subtreescope

N/A (as the scope in
the sql statement will

take precedence)

Same as 3

All entries within DC=LDAPSOFT,DC=COM
are returned including
DC=LDAPSOFT,DC=COM and all its

subentries.

Simple sql select statements can be generated using the context menu.
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—_—

4.3.4 Select Statement Examples

Query

Results of Query

All entries within DC=LDAPSOFT,DC=COM are
returned including DC=LDAPSOFT,DC=COM and

Select *from DC=LDAPSOFT,DC=COM subtreescope

all its subentries.

Select * from DC=LDAPSOFT,DC=COM WHERE
createTimeStamp= '20080307210341.904000Z'

All entries within DC=LDAPSOFT,DC=COM where
createtimestamp is 20080307210341.904000Z

Select *from DC=LDAPSOFT,DC=COM WHERE dc

='ldapsoft,dc=com' subtreescope

All entries within DC=LDAPSOFT,DC=COM where

dc ='ldapsoft,dc=com’

Select * from DC=LDAPSOFT,DC=COM WHERE
cn="1testGroup' subtreescope

All entries within DC=LDAPSOFT,DC=COM where
cn="1ltestGroup'

SELECT * FROM
cn=user,cn=test,cn=testuser,DC=LDAPSOFT,DC=COM
WHERE objectclass like 'AIX%' subtreescope

All entries within DC=LDAPSOFT,DC=COM where

object class starts with AIX

SELECT COUNT(*) FROM
cn=user,cn=test,cn=testuser,DC=LDAPSOFT,DC=COM
subtreescope

Count of all the entries within
cn=user,cn=test,cn=testuser,DC=LDAPSOFT,DC=
COM i If the count exceeds the number of max
results it will show user the max results i user can
increase the count of the max results from the Max

Results textbox.

SELECT COUNT(*) FROM
cn=user,cn=test,cn=testuser,DC=LDAPSOFT,DC=COM

onelevelscope

Count of all the immediate children of
cn=user,cn=test,cn=testuser,DC=LDAPSOFT,DC=
COM

- LDAP Admin Tool User Guide (Standard & Professional Edition)



Select * from DC=LDAPSOFT,DC=COM where
createTimeStamp >=20071120000000 and
createTimeStamp<=20071121000000 and objectclass=

‘container' subtreescope

All entries within DC=LDAPSOFT,DC=COM
created between 20071120000000 and
20071121000000 and objectclass is container

SELECT * FROM
cn=user,cn=test,cn=testuser,DC=LDAPSOFT,DC=COM
where sn IS NULL subtreescope

All entries within
cn=user,cn=test,cn=testuser,DC=LDAPSOFT,DC=
COM where sn is null or the sn attribute does not

exist

SELECT * FROM
cn=user,cn=test,cn=testuser,DC=LDAPSOFT,DC=COM
where sn IS NOT NULL subtreescope

All entries within
cn=user,cn=test,cn=testuser,DC=LDAPSOFT,DC=

COM where sn is not null

4.3.4.1 SQL Statement Examples (Time or Date Based)

Query

Results of Query

SELECT FROM ou=MemberGroupB,o=stooges where
createTimestamp <= CurrentEndofDay and

createTimestanp >= CurrentStartofDay

To find all the records created today in
ou=MemberGroupB,o=stooges container

SELECT* FROM ou=MemberGroupB,o=stooges where
createTimestamp <= CurrentEndofDay -1 days and

createTimestamp >=CurrentStartofDay -1 days

To find all the records created yesterday in
ou=MemberGroupB,o=stooges container

SELECT* FROM ou=MemberGroupB,o=stooges where
modifyTimestamp <= CurrentEndofDays and

modifyTimestamp >= CurrentStartofDay

To find all the records modified today in

ou=MemberGroupB,o=stooges container

SELECT* FROM ou=MemberGroupB,o=stooges where
modifyTimestamp <= CurrentEndofDay -1 days and

modifyTimestamp >= CurrentStartofDay -1 days

To find all the records modified yesterday in

ou=MemberGroupB,o=stooges container

SELECT* FROM ou=Member GroupB,0=stooges where

createTimestamp >= CurrentTimestamp -10 days

To find all the records created in the last 10 days in

ou=MemberGroupB,o=stooges container

SELECT* FROM ou=MemberGroupA,o=stooges where
createTimestamp !='20090122164948Z'

To find all records not created on
20090122164948Z in

ou=MemberGroupA,o=stooges container

Select * from DC=LDAPSOFT,DC=COMnhere
createTimeStamp >=20071120000000and
createTimeStamp<=20071121000000and

All entries within DC=LDAPSOFT,DC=COM
created between 20071120000000 and
20071121000000 and objectclass is container
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objectclass='container' subtreescope

Select * from DC=LDAPSOFT,DC=COMhere
createTimeStamp >=20071120000000and
createTimeStamp<=20071121000000and

objectclass='container' subtreescope

All entries within DC=LDAPSOFT,DC=COM
created between 20071120000000 and
20071121000000 and objectclass is container

SELECT* FROM ou=MemberGroupB,o=stooges where

createTimestamp >= CurrentTimestamp -10 years

To find all the records created in the last 10 years

SELECT* FROM ou=MemberGroupB,o=stooges where

createTimestamp >= CurrentTimestamp -1 hours

To find all the records created in the last hour

SELECT* FROM ou=MemberGroupB,o=stooges where

createTimestamp >= CurrentTimestamp -10 minutes

To find all the records created in the last 10 minutes

SELECT* FROM ou=MemberGroupB,o=stooges where
createTimestamp >= CurrentTimestamp -30 seconds

To find all the records created in the last 30

seconds

4.3.4.2 SQL Statement examples (Count)

Query

Results of Query

Select count (*) from o=stooges subtreescope

To find a count of all entries in container o=stooges

Select count (*) from o=stooges subtreescope where

createTimestamp >= CurrentTimestamp -2 months

To find a count of all the entries created in the
container o=stooges in the last 2 months

4.3.4.3 SQL Statement Examples (Using Not Operator)

Query

Results of Query

Select * from ou=MemberGroupA,o=stooges where
postalCode= '60660' and mail != 'test@test.com' and

snl="test'

To find all LDAP user with postal code = 60660 and
mail not equal to 'test@test.com' and sn not equal

to 'test’

4.3.4.4 SQL Statement Examples (Using IS NULL or IS NOT NULL Operator)
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Query

Results of Query

SELECTFROM ou=MemberGroupB,0=stooges where

(objectClass="person' or objectClass="organizationalPerson'

or objectClass="inetOrgPerson') and userPassword IS

To find all LDAP user with no password in container

ou=MemberGroupB,o=stooges

SELECTFROM ou=MemberGroupB,0=stooges where

(objectClass="person' or objectClass='organizationalPerson'

or objectClass= 'inetOrgPerson') and userPassword ISNOT

To find all Ldap User with password in container

ou=MemberGroupB,o=stooges

4.3.4.5 SQL Statement examples (Custom Controls): Custom LDAP controls can

be added using Idapcontrols function

Query

Results of Query

Select cn,creatorsName,create TimeStamp,modifiersName,
modifyTimeStamp,sAMAccountName,userAccountControl

from RootDSEwhere objectClass=user' and

isDeleted=TRUEadd Idapcontrols('1.2.840.113556.1.4.41%'

subtreescope

To find all Deleted Active Directory User. To
retrieve all deleted user custom control
1.2.840.113556.1.4.417 is added to the sql
statement

Select cn,creatorsName,createTimeStamp,modifiersName,
modifyTimeStamp,sAMAccountName,userAccountControl

from RootDSEwhere objectClass=user' and

isDeleted=TRUEadd Idapcontrols('1.2.840.113556.1.4.417"

'1.2.840.113556.1.4.419'subtreescope

Example of adding multiple custom controls.

4.3.5 Update Statement

The UPDATE statement modifies attributes for the selected entries. The basic Update statement

has 4 clauses:

1 UPDATE
T SET
7 WHERE
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1 Query Scope

See also:

Update statement examples

The UPDATE clause specifies the entry(ies) to update. The SET clause specifies the attributes
to update. The WHERE clause specifies the condition. The WHERE clause is optional; if
missing, all the entries within the container will be returned depending upon the query scope.
The QUERY SCOPE is new for Idap query, if missing the default is subtree scope and will return
all the subentries (user can change the default from the radio buttons at the bottom of sql editor).
Update statement has the following general format

UPDATE Entry SET set-list  WHERE predicate] [QuerryScope]

To update all the entries within an entry (including entry and all its subentries) type sql statement
as:

UPDATE cn=testuser,DC=LDAPSOFT,DC=COM SET title='"Manager’

This sql will update all the entries in the cn=testuser,DC=LDAPSOFT,DC=COM container as the de-
fault scope is subtree scope, the above update statement is same as :

UPDATE cn=testuser,DC=LDAPSOFT,DC=COM SET title="Manager' subtreescope

To update only the immediate children type sqgl statement as:

UPDATE cn=testuser,DC=LDAPSOFT,DC=COM SET title='"Manager' onelevelscope

To update the entry only type sqgl statement as:

UPDATE cn=testuser,DC=LDAPSOFT,DC=COM SET title="Manager' basescope

There is no need to provide the scope (subtreescope, onelevelscope or basescope) in
the sql statement. The scope can be selected using the radio button at the bottom of
the editor window
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Base Only (%) One Level () Sub Tree Max Results: | 1000 -
MK ~ | |objectclass A | |

If the sql statement contains the scope it will take precedence over the scope selected using
the radio buttons

Simple sqgl update statements can be generated using the context menu.

ase Orly ()onelevel (8)5ub Tree () Max Resulks: | 1000 <---- Important SQL Parameters

i uid=1063test444 # | | roomiumber A

§ uid=testzzz = zz;ﬁzﬁ" ‘ Run ‘
§ uid=testS55100testzzz o

'ﬁ Uid=test555101testz2Z _stt:eelt N

P MRS addtothe S0l ‘ Expart ‘
i uid=tests

8 uid=tests <" Refresh FS

{f uid=tests [ Showe Histaory l
8 Lid=tests 2= Copy Select Staterment r

8 uid=testS E Copy Update Statement IUpdate this record only - basescope

Ipdate immediate children only - onelevelscope
Ipdate this record and all children - subtreescope

f uid=tests 3= Copy Insert Statement

Copy Delete Statement »

i

“m=rook 3:52: 604 1000 Items

iy |

4.3.6 Update Statement Confirmation Dialog

When user execute an update statement a status dialog appears which provides the following

information

A Number of entries to be updated
A Status of each entry (Whether the entry update was successful or not)

A Total status (how many succeeded how many failed)
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®-5Q1 Update X]

Are you sure, you want to update?

15, 44583 itern(s) Found matching your query, Are wou sure you want to update these records?

Shiooe Al w

Status | DR A
Uid=1062test444, cn=users,cn=test, cn=testuser, C=LDAPSOFT, DIC=C0M
Uid=1063test444, uid=1062kest 444, cn=users, cn=test, cn=testuser, DC=LDAPSOFT,DC=, .,
Uid=testS551 testZ22, Uid=1062kest444, cn=users, cn=test, cn=testuser, DC=LDAPSOFT,D. ..
vid=test5552test222, uid=1062test444, cn=users, cn=test, cn=testuser, DC=LDAPSCFT, ...
vid=test5553testZ22, uid=1062test444, cn=users, cn=test, cn=testuser, DC=LDAPSOFT, ...
vid=test5554testZ22, uid=1062test444, cn=users, cn=test, cn=testuser, DC=LDAPSCFT, ...
Uid=testS555kestZ2 2, uid=1062kest444, cn=user s, cn=test, cn=testuser, DC=LDAPSOFT,D...
Uid=testS556kestz2 2, uid=1062kest444, cn=users, cn=test, cn=testuser, DC=LDAPSOFT,D. ..
Uid=testS557testZ2 2, uid=1062kest444, cn=users, cn=test, cn=testuser, DC=LDAPSOFT,D...
Lid=testS558testZ2 2, Uid=1062kest444, cn=users, cn=test, cn=testuser, DC=LDAPSOFT,D. ..
uid=testSE50kesk 222, Uid=1062kest444, cn=users, cn=test, cn=testuser, DC=LDAPSOFT,D... ¥

The Update Status dialog also gives user the ability to skip all errors or abort the operation after

a error.
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501 Update %]

m(s) Updated
@ 1 item{s) are updated - 1 error(s)

Showa ol w

Status | DR L
W uid=1062test444, cn=users,cn=test, cn=testuser, DC=LDAPSOFT, DC=C0M
@ Lid=1063test444, uid=1062kest444, cn=users, cn=test, cn=testuser, DC=LDAPS0,

lid=test5551kest 222, Uid=1062test444 , cn=users, cn=test,cn=testuser, DC=LDA, ..
vid=testS552test 222, uid=1062test 444, cn=users, cn=test, cn=testuser, DiZ=LDA. .
vid=testS553test 222, uid=1062test 444, cn=users, cn=test, cn=testuser, DiZ=LDA. .
vid=test5554test 222, uid=1062test 444, cn=users, cn=test, cn=testuser, iZ=LD4, .,
Uid=test5555kest 222, uid=1062test444 , cn=users, cn=test,cn=testuser, DC=LDA, .
lid=test5556kest 222, uid=1062test444 , cn=users, cn=test, cn=testuser, DC=LDA, ..

LAk mFEEE e im0 iAo M kb A AA me—t1mmieim o~ bmmk b=k e e T T

successfully updated uid=1062test444, cn=users, cn=test, cn=testuser, DC=LDAPSOFT,DC=C0" A
Error: Mot Allowed On RDM - Unable to update uid=1063test444, uid=1062test 444, cn=users, cn=l 3

v

£ »

Skip ] [Skjp Al Erru:nrs] [ Cemil ]

4.3.7 Update Statement Examples

Query Results of Query

UPDATE cn,sn and uid of the entr
uid=test555102test222,uid=1062test444,cn=user,cn=test,cn ' y
=testuser,DC=LDAPSOFT,DC=COM SET uid=test555102test222,uid=1062test444,cn=user,c
ggzzg:z n=test,cn=testuser,DC=LDAPSOFT,DC=COM is
uid="test555102test222' updated

basescope

UPDATE DC=LDAPSOFT,DC=COM SET businesscategory attribute of all immediate children

businesscategory='services'

onelevelscope of DC=LDAPSOFT,DC=COM is updated
UPDATE DCZLDAPSOFT*DCZCOM SET businesscategory attribute of all the subentries
businesscategory='services' . )
subtreescope within DC=LDAPSOFT,DC=COM is updated

4.3.7.1 Update Statement Examples (Multiple Values)
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Query

Results of Query

UPDATE cn=testuserl,ou=testusers,o=stooges SET

departmentNumber= '102',
departmentNumber='101'
basescope

Add multiple values of departmentNumber to entry

cn=testuserl,ou=testusers,o=stooges

4.3.7.2 Update Statement Examples (Using Not Operator)

Query

Results of Query

Update ou=MemberGroupA,o=stooges set postalCode=

'60660' where mail |= 'test@test.com' and sn!="test'

Update postal code of all entries in and including
ou=MemberGroupA,o=stooges where mail not
equal to 'test@test.com' and sn not equals to 'test'
to 60660

4.3.7.3 Update an Attribute with Random Alphabets

Query

Results of Query

UPDATE cn=testuser4,ou=testusers,o=stooges set

userPassword=RandomAlphabets9

Update userPassword attribute of
cn=testuser4,ou=testusers,o=stooges with
RandomAlphabets (9 Alphabets)

UPDATE ou=testusers,o=stooges set userPas-
word=RandomAlphabets9 subtreescope

Update userPassword for all entries in container
ou=testusers,o=stooges with RandomAlphabets (9
Alphabets)

4.3.7.4 Update an Attribute with Random Numbers

Query

Results of Query

UPDATE cn=testuser4,ou=testusers,o=stooges set
userPassword=RandomNumbers9

Update userPassword attribute of
cn=testuser4,ou=testusers,o=stooges with
RandomNumbers (9 Digits)

UPDATE ou=testusers,o=stooges set userPas-
word=RandomNumbers9 subtreescope

Update userPassword for all entries in container
ou=testusers,o=stooges with Random Numbers (9
Digits)
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4.3.8 UpdateAdd Statement

The UPDATEADD statement adds values to the exiting attributes, creating the attribute if it does
not already exist. The basic UpdateAdd statement has 4 clauses:

1 UPDATEADD

1 SET
1 WHERE
1 Query Scope

The UPDATEADD clause specifies the entry(ies) to update. The SET clause specifies the
attributes to update. The WHERE clause specifies the condition. The WHERE clause is optional;
if missing, all the entries within the container will be updated depending upon the query scope.
The QUERY SCOPE is new for Idap query, if missing the default is subtree scope and will return
all the subentries (user can change the default from the radio buttons at the bottom of sql editor).

UpdateAdd statement has the following general format

UPDATEADD Entry SET set-list WHERE predicate] [QuerryScope]

To add a new value to an existing attribute for e.g mail, write a statement as:
UPDATEADD ou=testusers,o=stooges SET mail="newaddress@Idapsoft.com’

This sql will update all the entries in the ou=testusers, 0=stooges container as the default scope
is subtree scope, the above update statement is same as :

UPDATEADD ou=testusers,o=stooges SET mail="newaddress@I|dapsoft.com' subtre e-
scope

To update only the immediate children, type sql statement as:

UPDATEADD ou=testusers,o=stooges SET mail="newaddress@Idapsoft.com' onele v-
elscope

To update only the entry, type sqgl statement as:

UPDATEADD ou=testusers,o=stooges SET mail="newaddress@Idapsoft.com' base-
scope

Before and after snapshot after running the following UPDATEADD statement:
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UPDATEADD cn=testuserl,ou=testusers,o=stooges SETdescription ='description2'

w=tESLLCUpy L w1 =Tt
ou=testiisars——— 1 departrenthumber _'-.-"-.-'_-.-'ﬂ'-.ﬂg?_nx_fEGgl'
E:E” descripkion descriptinnf'::]
8 cri=testuserz || destinabionIndicator 128785164513
i cr=testuserd ¥ || jpegfhote Bafo e {Binary Datay
> wmodifiersNanre cn=Stoogesdr
ou=resrZoopye of Mer i -
- ou=testusers __——i departmentMumber _'-.i'u'-il—l'-.ﬁZSvn
A description l:has-:ri|:|'f:|'|j|'r1-:|
\ﬁ--melge_sguserz descripkion descri_p_ti_quz

8 cn=testusers 1 desthﬁtrnnlndrcatﬂff e‘ rfz's?amﬁar'

L

4.3.9 UpdateReplace Statement

The UPDATEREPLACE statement replaces existing attribute value if the match is found. Ideally
user may want to use this statement where attribute has multiple values and want to replace one
value. The basic UpdateReplace statement has 4 clauses:

1 UPDATEREPLACE

1 SET
1T WHERE
1 Query Scope
The UPDATEREPLACE clause specifies the entry(ies) to update. The SET clause specifies the
attributes to update. The WHERE clause specifies the condition. The WHERE clause is required
and must contain the attribute value to replace with. The QUERY SCOPE is new for Idap query,
if missing the default is subtree scope and will return all the subentries (user can change the
default from the radio buttons at the bottom of sql editor). UPDATEREPLACE statement has the
following general format
UPDATEREPLACE Entry SET set-list WHERE predicate] [QuerryScope]

To replace an exiting value write statement as:

UPDATEREPLACE ou=testusers,o=stooges SET mail="newaddress@I|dapsoft.com' where
mail=oldaddress@Idapsoft.com'

This sql will update all the entries in the ou=testusers,o=stooges container as the default scope is
subtree scope,the above update statement is same as :
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UPDATEREPLACE ou=testusers,o=stooges SET mail="newaddress@I|dapsoft.com' where
mail=oldaddress@Idapsoft.com' subtre escope

To replace values of immediate children user type sql statement as:

UPDATEREPLACE ou=testusers,o=stooges SET mail="newaddress@I|dapsoft.com' where
mail=oldaddress@Idapsoft.com' onelevelscope

To replace values of the entry only user type sqgl statement as:

UPDATEREPLACE ou=testusers,o=stooges SET mail='"newaddress@I|dapsoft.com' where
mail=oldaddress@Idapsoft.com' basescope

Before and after snapshot after running the following UPDATEREPLACE statement:
UPDATEREPLACE cn=testuserl,ou=testusers,o=stooges SET description ='description3'
where description ='description2'

departmentra...-
- -umstUsers
z description—————_descriptionl
'ﬁ' cn=testuserl — T
C:__descrlptlcun descriptionz
i cn=testuser? I e _——
-Festuserﬁ =Tl gi=1glalal i Tell BefDre

L I L LA T T P,

. wl=testusers

B des::iip_tin:ﬂ —desc—ripﬂﬂ_nl
8 cr—testus gter{:d:escriptinn description ::::J

do o ToiooToa—————

4.3.9.1 Difference between Update, UpdateAdd & Update Replace Statement

Main Differences:

Update Statement replaces the existing attribute with new attribute value; multiple values will be

replaced with new single value

UpdateAdd adds values to the exiting attributes, creating the attribute if it does not already

exists

UpdateReplace replaces the existing attribute value, if found

When to use Update Statement:
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When attribute is single value attribute like 'userpassword' and user want to replace the existing
value. If Update statement is used for attributes with multiple values it will replace the current
value(s) with the new value. Please use UPDATEREPLACE for attributes with multiple values.

Update Statement with Single Value Attribute, before and after running the following update

statement:

UPDATE cn=testuser3,ou=testusers,o=stooges set userPassword=newpassword'

T L P LR I FIr o g e e

é cr=testuserz— [T SEOSCATHESEDontry —eR=Subschems

{ cn=testusers || userPassword oldpassward |

< mrestusers || audi _____Before

<j_ userPassword newpassword 1

&  rr—tFackicard

'Ij' crn=testuser? :]:_SHMHEMEEHDEHIW CN=oU050 e

T andin

After
Update Statement with Multi Value Attribute, before and after running the following update

statement:

UPDATE cn=testuser3,ou=testusers,o=stooges set description="newdescription’

descripkion newest descripkion
descripkion kesk descripkion
descripkion neweskl descripkion
description kestl descriptio

g I:n=EsLISEr departm_enmu . )

crn=testuser3 e ———
" descripkion newdescriptinﬂ
Afte r S L J;:\:ﬁ_ﬁ'n_mwa N

User can also assign multiple values to update statement, to assign multiple values separate

them by comma like

UPDATE cn=testuser3,ou=testusers,o=stooges set description="newdescription’, description="newdescription2'

When to use UpdateAdd Statement:
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When user want to add a new value to an exiting attribute, creating an attribute if it does not
exist
Before and after snapshot after running the following UPDATEADD statement:

UPDATEADD cn=testuserl,ou=testusers,o0=stooges set description ='description2'

aI=tesstupye womsn SIS
ou=tesh isers——— 1 departrmenthumber _'u"u'_-.-'lj'ﬁ%?:fogl‘
[E" description descriptiu:uni"::]
@-"Eﬁatgsmgerg || destinationIndicator 128785164513
§  cn=testuser3 ¥ || ipegfhote B afo e iBinary Datay
> wmodifiorsNamo ch=Skaogefdr
ou=resrZoopye of Mer i -
ou=testusers b departmentMumber _'-.i'-.-'-.il-l'-.ﬁZSvn
8 r—techiserl description descriptian
—cn=testuser? description description

8 cn=testusers 1 desthﬁtrnnlndrcatﬂff e‘ rfz's?amﬁar'

L

When to use UpdateReplace Statement:

When user want to replace a specific attribute value, if an attribute is single value attribute the
update and update replace results will be same but if the attribute has multiple values then
UpdateReplace will only replace the specified value.

Before and after snapshot after running the following UPDATEREPLACE statement:
UPDATEREPLACEcnh=testuserl,ou=testusers,o=stooges set description ='description3' where

description="'description2’

departmentra...-
- -umstUsers
z description—————_descriptionl
'ﬁ' cn=testuserl — T
8 cristestuser? C:__::I_e_sErlptlcun descrlptEQZ___}
Hnrl‘in:l‘?\.nﬁﬂif"‘ - Befcre
-restuseri

L I L LA T T P,

. wl=testusers

8 % des::iip_tin:ﬂ desc_ripﬂn:n_nl
| description description3
§ cn=testus ter — R

Lim LIS —————— T

4.3.10 Delete Statement
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The DELETE statement deletes selected entries. The basic delete statement has 4 clauses:

1 DELETE

17 FROM

17 WHERE

1 Query Scope
See also:

Delete statement examples

The WHERE clause is optional; if missing, all the entries within the container will be returned
depending upon the query scope. The QUERY SCOPE is new for Idap query, if missing the
default is subtree scope and will return all the subentries (user can change the default from the
radio buttons at the bottom of sql editor)

Delete statement has the following general format

DELETE FROM Entry [WHERE predicate]

To delete all the entries with an entry (including entry and all its subentries), type sql statement as:
DELETE FROM cn=testuser,DC=LDAPSOFT,DC=COM

This sql will delete all the entries in the cn=testuser, DC=LDAPSOFT,DC=COM container as the de-
fault scope is subtree scope, the above delete statement is same as :

DELETE FROM cn=testuser,DC=LDAPSOFT,DC=COM subtreescope

To delete only the immediate children type sqgl statement as:

DELETE FROM cn=testuser,DC=LDAPSOFT,DC=COM onelevelscope

To delete the entry only type sql statement as:

DELETE FROM cn=testuser,DC=LDAPSOFT,DC=COM basescope
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There is no need to provide the scope (subtreescope, onelevelscope or basescope) in
the sgl statement. The scope can be selected using the radio button at the bottom of
the editor window

@ﬁe@nly (%) one Level ) 5ub Tree (al Max Results: | 1000 <-
REtBSE\ A | |obiectclass a | |

If the sql statement contains the scope it will take precedence over the scope selected using
the radio buttons

Simple sql delete statements can be generated using from the context menu.

§ uid=testzzz # objectclass ~
B id=testS55 1 07t guas = Run
§ uid=testsssigsy  Addtothe SOl b Timestany
§ uid=testsS510%t 4 Refresh Fe _E:_DrsName B
# uid=test55510te Ifiershiame Export
) = iy TimeStam,
§  uid=testS55110k =] Copy Select Staterment ¥ L hemasuber
il vid=test555111 |=| Copy Update Statement + o 4
e EESIOL :
§ uid=test555112k 2| Copy Insett Statement e Show Hiske
 uid=test555113k B Copy Delete Stat " B Dolete th pPv— L
Copy Delete Statement selete this record only - basescope
@ u|d=test5551 14': _I_Ipl L] o W dLemen . Elere 1S Fecord on L 135E5[ IIFII"
[ OU=USERS | 1= Delete immediate children only - onelevelscope i
™71 UID=DIRMGR, ] EE |i=| Delete this record and all children - subtreescope LE
\: rarl irencs -:-Il_l |
4.3.11 Delete Statement Confirmation Dialog

When user execute a delete statement a status dialog appears which provides the following
information

A Number of entries to be deleted

A Status of each entry (Whether the delete entry was successful or not)

A Total status (how many succeeded how many failed)
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Are you sure, you want to delete?

15, 3 ikermis) Found matching wour query, Are you sure you wank bo delete these
records?

| Shova Al w

Status | DN

cn=test, cn=testuser, DC=LDAPSOFT, DiZ=C0M
cn=kestiaroup,cn=testuser, DC=L DAPSOFT, DC=C0M
cn=1keskiGroup, cn=testuser, DIC=LDAPSOFT, DiC=C0M
cn=zkeskaroup, cn=testuser, DC=LDAPSOFT, DC=CO0M
cn=ateskaroup, cn=testuser, DC=LDAPSOFT, DC=C0M
cn=4teskaroup, cn=testuser, DC=LDARPSOFT, DIC=CO0M
cn=5teskaroup, cn=testuser, DC=LDAPSOFT, DIC=CO0M
cn=tteskaroup, cn=testuser, DC=LDAPSOFT, DiC=COM
cn=7teskaroup, cn=testuser, DC=LDAPSOFT, DIC=C0OM

The Delete Status dialog also gives user ability to skip all errors or abort the operation after an

error.
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Item({s) Deleted
@ 10 ikem(s) are deleted - 2 error(s)

| Shiow All L |

L

katus | DM ~

cn=kestuser, DC=LDAPSOFT,DiZ=C0M
Uid=test22Z, D =LDAPSOFT,DC=COM
Uid=test555107test222, DC=LDAPSOFT, DiC=C0M
uid=test555108test222, DC=L DAPSOFT, DC=C0M
uid=test555109test222, DC=L DAPSOFT,DC=C0M
Uid=test55510tast2 22, DC=LDAPSOFT, DIC=C0M
uid=test5551 10test222, DC=L DAPSOFT,DC=C0M
uid=test555111testZ22, D=L DAPSOFT,DC=C0M
uid=test555112test 222, D=L DAPSOFT,DC=C0M

i —FmmFCEC A 4 Tk mm k270 M — ] D ATISET M — R

AINE NN N N N AN <

SUCCESSIUINY OBIECEN UI0=lealo00 | LBl ss, LI =LLHAFaIIE [, LI =1_1U
Successfully deleted uid=test555113test222 D =LDAPSOFT, DiZ=C0M
Successfully deleted uid=testS55114testzz2, DC=LDAPSOFT, DIC=C0M
Error; Mok sllowed On Mon-leaf - Unable to delete cn=groups, DC=LDAPSOFT, DC=C0M b

4.3.12 Delete Statement Examples

Query Results of Query

DELETE FROM cn=testuser,DC=LDAPSOFT,DC=COM Deletes only

basescope cn=testuser,DC=LDAPSOFT,DC=COM

DELETE FROM cn=testuser,DC=LDAPSOFT,DC=COM Deletes all immediate children of

onelevelscope cn=testuser,DC=LDAPSOFT,DC=COM

DELETE FROM cn=testuser,DC=LDAPSOFT,DC=COM Deletes all the entries within
subtreescope cn=testuser,DC=LDAPSOFT,DC=COM

Note: For entries with subentries user will get error similar to following
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Error: Not Allowed On Non-leaf - Unable to delete cn=testuser,DC=LDAPSOFT,DC=COM

To delete entries with subentries using sql statement, run the delete statement with subtree-
scope and skip all errors for a few times. It will eventually delete the entry, because it will
delete leaf entries in every iteration.

4.3.13 Insert Statement

The INSERT statement adds one or more entries to Idap. The basic insert statement has 4
clauses:

1 INSERT

1 INTO

1 VALUES

See also:

Select statement

Update statement

Delete statement

INSERT statement has the following general format:

INSERT INTO Entry [(column-list)] VALUES (value-list)

To insert/add an entry type sql statement as:

INSERT INTO
uid=test5551000test222,uid=1062est444,cn=user,cn=test,cn=testuser,DC=LDAPSOFT,DC=COM
(objectclass,objectclass,objectclass,objectclass,objectclass,cn,sn,uid)

VALUES ('top','person’,'organizationalPerson','inetOrgPerson’,'AIXAdmin','test', 'test’,'test5551000test222")

User can also generate the simple type of sql insert statement from the popup menu
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B cn=users # | | ohjectclass A
= § uid=1062test44d {1000+ = o 1
g e Addtothe 5oL -
i uid=test 7 Refresh g M=
i uid=test -
i uid=test 1=/ Copy Select Statement b Stam
§ uid=test [I=| Copv Update Statement b Subel
i vid=test E Copy Insert Statement
g E::::ztt |:= Copy Delete Statement 3 ;':'Et'{:'é
{ uid=testS55108test222 v [AlGrouplD g

4.3.14 Max Query Results

Max sql query results can be set from the Max Results text box.

(Base Only () OneLevel () Sub Tree (Al Max Results: | 1000 <-

== cn=users S
L] -

SQL Max Results are separate from the max results on the table results tool bar or the con-
nection properties. This field is only for the sql results.

Note: If user is unable to retrieve more than 1000 records after changing the connection limit
please try the following:

For LDAP Servers

Disable Enable Ldap Paged Result control from Options|Preference|General (last check box).
For Active Directory:

Run search or export at the container level (not at the root level)

If searching using sql statemet Modify the sqgl so that it runs at the immediate container level and
not on RootDSE.
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If still unable to retrieve more that 1000 records user may have to increase the MaxPageSize at-
tribute of Active directory to report on more than 1000 records.

To Increase MaxPageSize, please see the Microsoft article:
http://support.microsoft.com/kb/315071

and disable Enable Ldap Paged Result control from Preference|General (Last check box)

For main search Limit see:

Search Limits

4.3.15 SQL History

To view the history click the show history button in the main sgl window

| ()subTree (alll  Max Resulks: | 1000 <---- Imporkant 55U Paramekers

Run

Export

Shiy Hiskory

Clicking show history button opens the statement history dialog. When any of the statement is
clicked in the table the complete statement in the bottom pane is displayed, the statement can

be copied or added to the sql using the right-click context menu.
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-%-SQL History

SOL History
@ Displaving 1 staterments

Time Canneckion Marme S0L Text

Results

703 Mew Conneckion 1 SELECT FROM DC=LDAPSOFT,DZ=C0M

1 item(s) displaved

Copy 50L | |

Close
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5 Search Limits

LDAP Admin Tool lets user define the maximum number of entries returned from a search and
time (in seconds) allowed performing the search. User can set these options in the connection

preferences dialog which can be accessed via the entry popup menu | Connection Settings.

User also can set the maximum number of entries returned from the toolbar.

8- DAPSoft - LDAP Admin Tool M=1E3
File Mawigate SQL Search  Export

Help

Impork

Security  Oplions

\ ¥ Mew Connection (= Open Connecti L |en vl = - |* Find Mow Clear & <o~
L S Bt MaxResults: ‘N @)
7! Mew Connection 1 X ov& @~

= [ RootDSE || Aktribute Narme Yalug Size  Type R... |
[0 CH=CONFIGURATION — || objectclass top 3 Objec.. ¥
[ CH=LOCALHOST objectclass person ] Objec... ¥
L CN=PWDPOLICY objectclass organizationalPerson z0 Objec... ¥
[ CH=5CHEMA objectclass inetCrgPerson 13 Objec... ¥
= EET [;i:LDTSSFT’Dc:‘:OM objectclass ALXACIn 8 Objec.. ¥
EE;_ =s TiertG &n kest 4 Text i
Wi cn=1testGroup
P sn kesk 4 Texk ki
i cn=ctesbGroup B
Pgs cregte imeStamp  20080308153954,0460002 22 Oper... N
W cn=3testGroup
m:_’ cr=4testGroup creat_o_rsﬁame CH=ROOT 7 Qper., N
m:_, n=EtestGroup modifiersName CH=RCOT 7 Oper... N
[ cn=6testGroup wmodify TimeStamp  20080305153954, 0460002 2z Oper.. N
i en=rtestGroup sabschemaSube.,  cn=schema 9 Oper... N
== cn=test uid Lest355107testz22 17 Texk M
== cn=users userPassword test 4 userP... N
= §  uid=1062testd44 {1000+ AlxAdminGroupId 0 Integer N
i uid=1083test444 AlxadminUserTd 0 Integer N
§ uid=testzzz ATiGroupID 0 Integer N
§i uid=testSS55100test2 ATXUserID 0 Integer N
§ uid=testSS5101test2 audio a Binary N
i u?d:test555102test2 businessCategary 0 Texk M
§ u|d=test555103test2V carlicense 0 Text N
& id—FacFEEC I Ndkack?
< | B departmenthumber 0 Tek N v

Table View 7 | Schema Yiew Search Resulks Search Resulks Seatrch Resulks (9) Search Results 2

1 ikems selected 7 cn=root 3:52: 64

My

To set the maximum results and the time allowed from the connection settings right click any
entry on the left hand side (LDAP Explorer) and then select the connection settings from right

click context menu.
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#- LDAPSoft - LDAP Admin Tool

File Mavigate SQL Search Export Imnort  Secoribe  Onbions Heln

3 L i 3
: =._.¢ Mew Connection [ Open Connect [ﬁ Mew Entry V| = @ | * Find Mow  Clear =
i s gt Max Re{ 47 Search
Dé‘r' Cuk oo @ [ = A
[0 CN=COMFIGURATION fﬂ Copy Yalue Size | Tvpe R... |
£ CH=LOCALHOST L[z Paste kap 3 Objec... ¥
) CN=PWDPOLICY Copy DN person 6 Objec... ¥
5 C=5CHEMA Copy Entry as Loif organizationalPerson z0 Objec... ¥
== DC=LDAPSOFT,DIC=C0M . :
inetCrgPerson 13 Objec... v
B & cr=testuser i Up ALxidmin 8  Objec.. ¥
Wi en=ttestGroup Expand test 4 Text ¥
i cn=2testGroup
7g5 test 4 Texk Y
8 cn=3testGroup Renarne L
2ok il ' 1=]
1{?' cr—dtestGroup % Delete 20050305153953 5590002 22 O M
i} en=StestGroup CH=ROOT 7 Oper.. M
8% cr—ttestGroup 7 Refresh CH=ROOT 7 Oper.. N
8% cn= pp 20080305153953,8590002 22 Oper... M
i en=TrestGraup Edit Group Membership
== cn=test AR I .. tn=schema q Oper... M
B ceusers Add/Remave Members bestSS5104test22? 17 Test B
- § uid=1082tes|  Export 3 kest 4 userP... M
f uid=1062  mmport » o Integer M
i uid=test: N o Integer M
§ udstesty  Advanced 0 Integer M
‘ﬁ‘ Uid=test* i} Integer M
ﬁ Uid=test" ] Binary M
{i uid=tests o Text M
ﬁ‘ Properties 0 Text M
B 1id—FactCEETTICFERFy=
< | || departrmentMumber a Text M w
Table View (2 | Schema View Search Results Search Resulks Search Results (9) Seatch Results b
1 items selected i cn=root 3:52:64 &

This will open the connection settings dialog, select the connection options tab and set the

values.
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%% IBM Tivoli Directory Server

Zonneckion Properties For IBM Tivoli Direckory Server

Hosk Pararneter | Credentials | Connection Options

Connection Opkions

Filker:

objectclass="*) |

| Tireout: | 0 ]\

Entry count limit: | 1000

Dereference Aliases Referral Handler
(%) Newver i) Searching ) anonymous ) Bind
OiFinding ) Always ) auth ) rebind
Enable Referrals

Connect now

I, ] [ Cancel

Note: If user is unable to retrieve more than 1000 records after changing the connection limit
please try the following:

For LDAP Servers

Disable Enable Ldap Paged Result control from Options|Preference|General (last check box).
For Active Directory:

Run search or export at the container level (not at the root level)

If searching using sql statemet Modify the sql so that it runs at the immediate container level and
not on RootDSE.

If still unable to retrieve more that 1000 records user may have to increase the MaxPageSize at-
tribute of Active directory to report on more than 1000 records.

- LDAP Admin Tool User Guide (Standard & Professional Edition)



To Increase MaxPageSize, please see the Microsoft article:
http://support.microsoft.com/kb/315071

and disable Enable Ldap Paged Result control from Preference|General (Last check box)

For SQL Search and File Export limits see:
Max Query Results

SOL Export

LDIF Export

CSV Export

Excel Export
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6 Editing the Directory

User can modify directory entries using the LDAP Admin Tool in many ways, ranging from slight
modification of a single attribute value to large-scale tree operations affecting many thousands of
entries.

LDAP Admin Tool lets user cut, copy, paste, rename and delete entire directory subtree(s) using
the tree pane on the left. User can manipulate individual entries using the table editor. User can
rename entries from either the directory tree pane or the table editor, depending on what is most

convenient at the time.

6.1 Directory Tree Operations

While browsing the directory tree, user can modify the directory using any of the following ways:

A Context Menu (accessed by right-clicking on the entry) for the entry in the tree itself

A Dragging and dropping

Warning:  This is a very powerful tool and user can affect large areas of the directory with a single

operation. To avoid accidents, user should enable the confirmations from the prefer-

ences dialog

6.1.1 Cut, Copy, Paste, Rename and Delete

User can manipulate the directory tree using cut, copy paste and delete operations. User can
copy and move entries using drag and drop. These operations can be carried out on individual

entries within the directory tree or on whole subtree(s).

When user select an entry all cut, copy, paste, rename and delete operations occur relative to

the selected entry.

Delete
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Removes the selected entry and any subentries

Copy
Copies the selected entry and any subentries

Cut

Prepares the selected entry and any subentries to be moved to a new location.

Paste
Either moves or copies a previously cut or copied entry (and any subentries) under the selected

entry as child entries.

Since some subtree operations involving large number of entries, the operation can take a
significant time to complete. The admin tool displays a progress bar if it estimates that the

operation is extensive and will take more than a second to complete.

The progress bar displays the number of entries processed and estimates the proportions of the
operation completed. When user want to stop the operation, user can click the Cancel button on

the progress bar, any changes already made will be kept.

Rename
To change the name of an entry, user need to change the value of the naming attribute. The

naming attribute is the single attribute used to uniquely identify each entry in the directory.
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User can rename the entry from the context menu (Right Click Menu).

-&- LDAPSoft - LDAP Admin Tool

File Mavigate SQL  Search Export  Import  Security  Options  Help
© ¥ New Connection = Open Connection | 58 fﬁ Nelw Ertry : ' b * Find Mow Clear | 2 v oov oo
& ofl ] Max Resuks:
o
Search
) 161 Tivol Directary id @ |08~
[0 CN=COMFIGURATION Walue S Type R |
L) CN=LOCALHOST top 3 obie... ¥
£ CH=PWDPOLICY person 6 obje... ¥
[ CM=SCHEMA Copy DN organizationalPerson 0 Obje.. ¥
(& DC=LDAPSOFT,DC=COM ooy Entry as Lo inetOrgPersan 13 Ohbje.. ¥
C cn=groups PRy ) )
e ot ALtAdmin -] Obje... ¥
- ;‘ es t'setr g Up test 4 Text ¥
cri=tes
B-G= crimusers test 4 Text ki
= 'ff Lid=1062kest4d4 (10005 Rename ... 20050305193954,3590012 22 Oper... N T
§ uid=1063test44f | ¢ Delete P CN=ROOT 7 Oper.. N
# uid=test5551000kest e CM=ROOT 7 Oper.. M
é uid=test555100kests - B ... 20030305153954, 3590012 prord ODBI’... ]
{ uid=test555102tests ) ) b... cn=schema 9 Oper.. N
Edit G Membershi
#  uid=test555103tests I taroup Fembership testSE5112test2z2 17 Text M
§  uid=testSES104testz test 4 user... M
uid=test555105keskz Export L1 0] Inkeger M
i uid P d
i uid=testSSS108test?  [mport » id ] Integer N
§  uid=test555107kestz 0 Inkeger N
B uid=testsESiostestz  Advanced r 0 Irteger N
g “ij=t35t555mgt‘55tf £ Rebind using this Entry 0 Binary M
8 u!d:testSSSIDtesth Connection Settings. .. ory 0 Text N
uf —testSSSllDtesti : 0 Text N
g uid=test555111tests ) Froperties ber 0 I7et  In
o " \_'H description 0 Text N ™
Table View 3% | Schema Yiew 0L
1 items selected ﬁ cn=root 3:52: 64 i

Selecting rename from the context menu will draw a border around the entry where user can
type the new name. LDAP Admin Tool will change the naming attribute of the entry to the new
name.

When a parent is renamed, the DNs of the entries in the entire subtree under the parent also
change.

If user renames an entry with subordinates, the subordinates are also renamed.

Note: User must keep or enter the new identifier (uid, cn, ..) with value at the time of re-
naming entry or user will get an Invalid DN Syntax error.
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-&- LDAPSoft - LDAP Admin Tool
File Mawvigate SQL Search Export
© [ Mew Connection (= Open Connection =T = S AR i ot

Search: |cn v| = - |* Find Mow Clear  © Max Results: = e

Import  Security  Options  Help

Connection X L& Ev

= £ RootDSE || Attribute Name Value Size | Type ..o |
[ CN=CONFIGURATION —|| objectclass top 3 Objec... ¥
[0 CH=LOCALHOST objectclass person & Objec... Y
[ QN=PWDPOLICY objectclass organizationalPerson 20 Chjec... ¥
g CH=3CHEMA objectclass inetOrgPerson 13 Chjec.,. ¥
DC=LDAPSOFT, DE=COM objectelass AL Adrmin ] Cbisc,.,, ¥
3 cn=groups
e rest on test 4 Text W
cn=testuser
SN test 4 Text i
== cn=test
B creusers cregte TimeStamp 200803053153953, 5280002 2z Cpera... N
S § id=1062testd44 (1000+) creat_o_rs.ﬂhme CHN=ROOT 7 Cpera... M
'ff Lid=1063test 444 modifiersName CN=ROOT 7 opera,,, M
.ﬁ id=te Mte modify TinreStamp 2008031019157, 9280002 22 operan., N
§ subsciomaSebont... tn=schema 9 Opera... M
§ title L arreeE 7 Texk M
'ff Lid=test5551 04testz2 2 uid renarmetonewentry 16 Texk V]
i Lid=test555105testz22 userPassword tes 4 userP... M
'ﬁ uid=test555106kestz222 AlkadminGroupld 1] Inkeger M
§ uid=testS55107testz22 alxadminUserId 0 Integer M
§  uid=testGE5108kesk222 ATXGroupID 0 Integer M
§ uid=test555100testz22 AT lserTD a Integer M
1 uid=tests5510test222 audia 0 Binary M
lﬁ Hid=test555110Kest222 businessCategory 1] Texk M
'ff uid=test55511 1kestZ22 .
@ . catLicense u] Texk M
u? —ies &5 departrmentiumber a Text M
'ff uid=test555113testi2 2 4 ok 0 Tt M
§ uid=test5S5114testz22 des:.”pt'_ml o ; Text J
§ uid=testSos]iStestz22 s nationindcatar =
§ uid=test555116testzzE displayhame 0 Text M
§ Uid=test5E5117test222 || empleveehumber 0 Tet N g

Table View % | Schema view

1 items selected € cn=root 3:52:64 anl

6.2 Copy, Cut and Paste Entries across Servers

User can copy and paste entries from one server to the other server, provided both of them have
the same schema. The ideal example is the copy operation between staging and production

Servers.

Note: Move Operation (Cut and Paste) will delete the entry (ies) from the source server
after the operation is completed.

To copy entries across server, open two connections,
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testlserver 1 Connection to copy the data from

testserver2 i Connection to copy the data to

Select the testlserver tab, and from the right click context menu, select the entry(ies) you want
to copy to testServer2 as shown:

-% |DAPSoft - LDAP Admin Tool

File Mavigate SQL Search Export Import  Security  Options  Help
© [ Mew Connection [ Open Connection <2 ~ Pl e e Search: o V| =< |"‘ Find Mow  Clear

| Max Resulks: | 1000 2 e

testserverZ & |8 ¥
= <testuserl L] ‘ Attribute Mame Yalue Size Type Reaq..

B ahinstelass R —— testserver2 3 ObjectClass ¥

i class ko i

P 3 ObjectClass ¥

8 R to copy data . Text v

i = testlserver £3211,0000002 to zz Operational N

g Vi 7 Operational N

§ to copy data 7 Operational N

f from 63211.,000000Z 22 Operational N

g = 2 Operational N

Copy DN

ic Copy Entry as Ldif

i«

ﬁ € @ Up

i« Expand

i

c

3 cr=ti Rename
7 cn=ti ¥ Delete
() cn=ty

3 crmt] & Refresh

(0 en=ty Edit Group Membership

5 cn=ty AddfRemove Members
0 en=ty
2 cn=hi Export 4
0 en=te Impork 3
cn=t
g cn=t: Advanced L4
3 en=ty ﬁ Rebind using this Entry
B =t Connection Settings. ..
3 cn=ty
77 cn=t| Properties
< = > _H

Table View 2 | Schema Yiew

1 ikems selected £ cn=root 2:0:3 13 Ikems

My

Now select the testserver2 tab, select the entry you want to paste this new entry and from the
right-click context menu click paste
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% LDAPSoft - LDAP Admin Tool
File Mavigate 3QL

Search  Export

Impork  Security Options  Help

(1 OU=USERS
() UID=DIRMGR

Properties

1]

© [ Mew Connection (= Open Conneckion = <=~ '5:_[’ ﬁ Eﬂ & k] Search: | cn v| = - |"‘ Find Mow  Clear
: Max Results: =)
test1server G-& @88 ¥

[ en=17container2 A Attribute Mame Yalue Size Type Re..
C7 cn=18container2 objectclass top 3 ObjectCl., W
(= cri= 1 0o objectclass container 9 ChjectCl... ¥
3 cn=28ganl (4] Mew Entry X en 19container2 1z Text )
5 en=21e3n \ create Time Stanmp 20080313163405,0000002 22 Operati... N
£ en=22con| Neceatorsiame CH=ROOT 7 Operati.. M
Een o CH=ROOT 7 Operati... M
= cn=24conl 2 X
5 cn=25c0n 20050313163405.0000002 22 Operati,.. N
5 cn=zeanlh subschemaSube cn=schema 9 Operati... N
£ en=27con - capy i Select the
(5 en=2acan Copy Entry as Lo
3 en=29conl testserver2
[ er=30canl (0 Up
£ cn=31conl tab
3 en=32conl
] en=33conl Rename
[ en=34conl < Delete
& en=35coni £ Refresh
] en=36conl
3 cn=37canl Edit Group Membership
g E:iiﬂ Select the entry user
7 en=stticon! IEXW: : want to paste this entry
3 en=41conl mpor
0O ermdzeon) gy , and then click paste
L] en=43conl
27 cn=44conl ﬁ Rebind using this Entry
0 cn=4Sconl  Connection Settings...

Table View 7

Schema View

1 items selected

ﬂ cn=rook

When user click paste, a progress bar dialog will appear to inform user about the progress of the

operation.
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Fila Mavigate SQL  Search Export  Import  Security  Options  Help
© T Mew Commection (- Open Conmeckion <o v o g} H E‘& ﬁ @y © Search: | V| =@ |* Find Mow  Clear

© Max Resulks:

testlserver ov@& | @ v

-0 en=17container2 A | Attribuke Marme Yalue Size Type Re...
- cn=18containerz objectclass top 3 ObjectCl.. ¥
(23 cn=18container2 objectclass container 9 Chjectcl,., ¥
[0 cn=20container2 en 19cantainet2 1z Text ¥
[0 cn=21container2 create TinteStamp 20080313163408, 0000002 2z Operati... N
O3 n=22container2 creatorsiate CH=ROOT 7 Operati... M
00 en=23container2 modifiersName CN=ROOT 7 Operati.. M
[ cn=24container2 J—
-] cn=25containerz wtodify TineStamp 20080313163408,0000002 2z Operati, N
(o) chmz6container subschemaSubentry cn=schema El Operati... M

[ en=2Fcontainer2
(71 en=28container2
[0 en=29container2
07 en=30container? Copy Operation in progress, please wait..,
-1 en=31container2 [ ]
[ cn=3Zcontainer2
(£ cn=33container2
[ cn=34container2
(71 en=35container2
[ cn=36container -
[0 en=37container2
[0 en=38container2
[ cn=3%container2
(C7 cn=40container2
[ en=41containerz
(71 en=42container2
[ en=43container2
[ en=44container2
~[(1 en=4Scontainer2
- OU=USERS
-0 UID=DIRMGR:

Copied Entry#: 1 DM:cn=testuser,cn=testZ3,cn=testuserl,cn=users,dc=rc2corp, dc=com

=

Table View (2 Schema View

ﬂ cn=rook i

When the operation is completed user will see that the new entries are created at the destination

location
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-&: | DAPSoft - LDAP Admin Tool
File Mavigate SQL Search Export Import  Security  Options  Help

Lo

=._,‘> Mew Connection (= Open Connection

Max Resulks: | 1000 =)

testlserver

SR A N

Search: | cn

Find Mow  Clear

R -~

[ en=17cantainer2
[ cn=18eonta

|

cn=10testB666
cn=11teste666
cn=1testbo6s
cn=ztesthons
cn=3testhons
cn=4testooos
cn=Stestba6s
cn=6testhons
cn=7testbons
cn=_gtestbons
cn=%estho66
cn=testaaaa
cn=testuser
(00 cn=20containerz
L] en=21cantainer2
[ en=2Zcantainer2
[ en=23cantainer2
[ cn=24container2
(0] en=2Scantainerz
([0 cn=26containerz
£ cn=2Tcontainerz
[ en=28cantainer2
[ en=29%cantainer2
0] en=30cantainer2
L] en=31container2
CJ cn=3Zzcontainerz
(£ cn=33containerz

£

Attribute Mame
objectclass
objectclass

€n

cradte TimeStamp
credtorsiame
modifiersName
modifyTimeStamp
subschomaSubentry

Vfalue

container

top

testzs

20050313185214, 0000002
CH=ROOT

CH=ROOT
20030313165214,0000002
cn=schema

Size:

Type
ObjectCl...
ObjectCl...
Text
Operati...
Operati...
Operati,..
Operati...
Operati...

Table View (2 | Schema view

1 itemns selected

ﬂ cn=toot

13 Items

™y

6.3 Modify Attributes of an Entry

User can modify entries in the table view (table editor view), which is a simple tabulated

list of attribute names, corresponding attribute values, size of the attribute in bytes, type

of attribute and required attribute flag. From the table editor user can:

A Edit existing attribute

A Add new attributes

A Add new attribute value

A Delete attribute or attribute value
A Copy and paste attribute values
A Add/Remove object classes

A View attribute properties

A Save attribute values
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A Set the attribute editor (Text editor, Boolean editor, DN editor, File/Hex editor, Image

editor, Integer editor, Generalized time editor, password editor or to restore the

default editor)

A Locate attribute in schema tree

6.3.1 Edit Existing Attribute

User can edit the existing values by double clicking the attribute value column of the attribute

user want to edit. When user double clicks the attribute column, appropriate cell editor will be

activated.

If user would like to edit the value with any other editor user ¢ a n

from the context menu.

sel ect the AEdI

Following table shows which attribute types are assigned to which editor by default

Attribute Type

Editor

Boolean

ﬁ Boolean Editor

DN

¥ DN Editor

Audio, Binary, Bit String, Certificate Certificate List, Certificate Pair,
msExchMailboxSecurityDescriptor

¥ File/Hex Dialog

Generalized Time

_..J Generalized Time Editor

JPEG = Image Editor
Integer U} Integer Editor
objectSid

“*% AD Sid Editor

objectGUID, msExchMailboxGuid, replicationSignature

d__
= AD Guid Editor

Microsoft OID for Time attribute type

_.2 AD Time Editor

maxPwdAge, minPwdAge, lockOutObservationwWindow, lockoutDuration, forceLogoff

Y Nano 100 Editor

sambal.ogoffTime, sambalLogonTime, sambaKickoffTime, sambaPwdMustChange,

sambaPwdLastSet

_.Z Unix Time Editor

userCertificate, userCertificate;binary, userPKCS12, userSMIMECertificate

Certificate Editor
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Access Point, AClltem, Attribute Type Description, Case Ignore List, Counter, Country String,

Data Quality Syntax, Delivery Method, Directory String, DIT Content Rule Description, DL

Submit Permission, DSA Quality Syntax, DSE Type, Facsimile Telephone Number, Fax, Guide,
IA5String, LDAP Schema Definition, LDAP Schema Description, LDAP Syntax Description,
Mail Preferences, Manager DsalT Control Request, Master And Shadow Access Points,
Matching Rule Description, MHS or Address, Modify Rights, Name and Optional UID, Name
From description, Numeric String, Object Class Description, Octet List, Octet String, OID, Other

Mailbox, Postal Address, Presentation Address, Printable String, Protocol Information, Server

Side Sort Control Request, Server Side Sort Control Response, Substring Assertion, Subtree

Specification, Supplier and Consumer, Supported Algorithm, Tagged Data, Tagged Name,

Telephone Number, Telex Terminal Identifier, Telex Number, Typed Name, UTC Time

op Text Editor

-%- LDAPSoft - LDAP Admin Tool

File Mavigate SOQL Search Export Import  Security  Options  Help
¢ % Mew Connection (= Open Connection  © <o v coov Ll @7 G o At Search: | cn V| = |* | Find Maw  Clear
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# uid=test555104testz22 AlAdminGroupId 0 Inbener M
i uid=testSS5105testzzz AxAdminlserId To edit this attribute jger M
ﬁ' uid=test555106test222 AL¥GrouplD her M
§ uid=testSEE107test222 Al¥UserlD double click any where [, N
{ uid=testssS108testz22 sudio on this row v "
ﬁ' uid=test555109test222 businessCateqory M
ﬁ' uid=test55510test222 carlicense 0 Text I
f u!d=test555110test222 departmentMumber o Text M
'ﬁ' uid=test555111kestz222 destcrintion 0 Text "
§ uid=testSS511ztestzzz et pt_ — 0 ot N
§ vid=testssslgtestzez ;5 l'"a fonindicator &
# Uid=testssS11dtestzz? isplayhiame 0 Text M
# uid=testSES115testz2s emplayeshiumber a Text M
# Uid=testsSS11testzz? employeeType 0 Text M
# Uid=testssS117testzz2 FacsimileTelephonetumber o Telephon... M
§ uid=testSS5118testzzz givenhlame 0 Text M
i vid=testS5511atesk ¥ || homePhane 0 Telephon... ™ bt
Table View &% | Schema Yiew
1 items selected i cr=roct 3:52:64 &

To edit the field with an editor dialog, double click the field and then select the button on the right

to show the dialog.
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Tool

AEH

File Mavigate SQL  Search Export  Import  Security  Options  Help
¢ % Mew Connection [ Open Connection & <o = o v ¢ L ¢ @ A o AT 0 Search: | on V| = |* | Find Maw  Clear
© Max Results: =)
or& | e@ v
= 3 RootDsE A Aktribute Name Yalue Size Type Re... |
(3 CN=COMFIGURATION = || objectclass top 3 ObjectCl... ¥
(0 CN=LOCALHOST objectclass person ] ObjectCl... ¥
- R . i
20 ObjectCl... ¥
- 13 Objectcl,., ¥
& objectl..  f
Current Password | pew Password | 4 Test "
4 Text ¥ =
Current Password: |test 0z 22 Cperational N
Hash Methaod: - 7 Operational N
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Salt (Hex): o 0z 22 Operational M
Show current password details 9 Operational M
Werify Password: | | 17 Text M 4
L. 4 userPass... M
Werify Bind 0 Tnteger H
1] Integer M
u] Inkeqger M
u] Inkeqger M
Double click to edit this o Binary M
. ) . o Text M
— ] field and then click this 0 Text N
""" Uid=test5551 10kestz22
departmentiumb ] Text M
""" ﬁ‘ uid=test555111kestz22 P . button to show the
§ LidtestsSS 12testz22 description o Text M
----- uid=tes esl R
inationindi assword dialo
_____ 8 idetestSsS113test222 destinationIndic4 P ¢] 1] Text i
----- # Uid=testsss11dtestzz? dlisplayName 0 Text M
----- § wid=testSss11Gtestzze employeehiumber a Texct M
----- § Lid=testSss116testze? employeeType 0 Text M
..... # Uid=testsss117test2z? FacsimileTelephonetumber o Telephon... N
----- § uid=testSS5118testzes givenhlame 0 Text N
----- §  uid=test555119testzzz M| homePhone a Telephon... M ]
Table View i3I ] Schema View
1 items selecked i cn=roct 3:52:64 [l
To edit the value with any ot her erghtdlickcontexs el ect
menu
e — I . s
G4 modify TimeStamp 200503081 53953, 9540002 22 Operation
newentry sudschremaSubantry cn=schema 9 Cperation
17 Text
userPasswor userPass,
=S _ Add attribute
DatestzZ22 AlxadminGroupld addiR — u] Integer
emove objectClass
0Stestzzz AlxadrinUserId ! 0 Integer
O6kestzz2 AlGrouplD 1} Integet
O7testzz2 ALKUserID 0 Irteger
Detestzz? audio ¥
D9testzz2 businessCategary ] -
Otestzzz carlicense Locate Attribute in Schema Tree MBoolean Editor
10testzzz ! "
testazs departrmentMumber =| Copy Attribute Name s O Editor
\otestoz? description = Copy Walue "4
15test2z2 destinationIndicator = Copy Text .~ Image Editor
14tast222 displayMame dlnteger Editor
1Stestz22 emplaysehiumber ¢ Reload 8¢ password Editor
| T
16kestzzz employ:fee ¥Pe Properties u Generalized Time Editor
17testses facsimileTelephonetum han.
15testzez givenhlarne Restore Defaul: Editor
19testzzz ¥ || homePhone a Telephon.
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6.3.2 Add New Attribute

When an attribute does not already have a value, but is available to a particular entry type, user
can create it by finding the attribute in the list of blank-valued attributes at the bottom of the table

and filling in the missing value.

SEr FdhSW0r g LESL T ST dhh,
AlxadminGroupld ] Integer
AlxarouplID ] Integer
AlxUserID 1] Integer
0 Enary
businessCakeqory 0 Texk
carlicense 0 Text
departmenthurmber ] Text
description ] Text
destinationIndicator 1] Text
Aicnlzublarne n Tanb

If you want to add an attribute which is not in the blank-valued attributes list, you can add
attribute using Add Attribute from the right click context menu or from the < drop down menu (top
right hand tab menu). This will open the Add Attribute dialog, Select the attribute you want to add
and move them to the New Attributes list using the >> button, Click next to provide value for the

newly added attributes.
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®- Add New Attributes X

Available Attribukes (14087 ; Mews Attributes (0
| | % | | ¥

Alxgdminaroupld
Alxadminlserld
AlxDefaultMaCLevel
AlxFuncMade
AlxGroupAdminlist
AlxGrouplD
AlELowMACLevel
A1xPrompkMacC
AlkScreens
ATXUpperMACLevel
AlxlUserID
ALRisDZEExport
APPCLoadBalancing
APPCServerList
APPCSessionLimnit
APPCTransTableFilename
APPCUser

A5400Hosk
A5400HostUserid
A5400LUMarme
A5400MaodeMame
AccountSuffix

BIOSDate
DE-futhentication
DE-Comment
DB-Communicakion-Prakacal
DE-Database-Locakar-Mame
DE-Database-Protocol
DE-Mative-Database-Mame
DE-Cbject-Type
DB-Principal
DE-Produck-Mame

|

s W
s W

| &

If the required object classes for those attributes are already a part of entry, just provide the

value of the entry.
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®- Add New Attributes X

Please provide values For the Following atkribukes:

akkribuke Type Yalue Type

audio | i Binary

<< Back H Subrnit H Zancel ]

If the required object classes are not part of the entry it will show the list of object classes that
will be added on the top pane and the list of all the new attributes which will be added, including

the attribute you selected and the required attributes of the object classes in the bottom pane.
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®- Add New Attributes X

To add the attributeis), Following object classes will be added. Please confirm the object class For the attributels)
highlighted in Red:

Akkribuke Chiject Class

authorizationLewvel AlxaccessHoles Remove
autolnitiate eTargetRecord Remove
autaTerminate eTargetRecord Remove

Please provide the walues For the Following attribukels), the Following list includes the required attribukeds) of the above
object classes:

Akkribuke Type Yalue Type
roleHame Texk
cn Texk
autherizationLevel Texk
autolnitiate Boolean
atoTerminate Eoolean

<< Back, ] [ Submik ] [ Zancel ]

All attributes in red must be completed

6.3.3 Add new Attribute value

When an attribute already exists and has values, user can add a new value by right-clicking on

the attribute name and choosing Add New Value from the Context menu.
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amikry
k222
L2222
k222
k222
k222
k222
t2zz
L2222
222
k222
k222

objectclass ALxddrmin
n test

cre Add/remove objectClass
mo

mo  Edi

sud X Delete

uid Edit Yalue With ...,

use
ALY
AlX (1] Copy Attribute Name

Locate Attribute in Schema Tree

ALY 1= Copy Yalue
AUS 3= Copy Text
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carl o Reload
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6.3.4 Delete Attribute

ohjectclass ALxadrmin

n test

SN kest

i=n

[

cregtorsiame CH=ROT
modiffersName CN=ROOT
modifirTimeStamp 200580311011245, 3430002
subschemasubentry cn=schema

uid kestEE5106kest222

User can delete values (including binary values) by right-clicking on attribute name and choosing

Delete from the context menu. When user delete the last value of a given attribute, the attribute

is also deleted; however, it is not possible to delete the last value of a mandatory /required

attribute.
objectclass AT4Adrmin
cn tesk
=n’

S8 add Attribute p3.9

) S8 add/Remove obiectClass
45,3

Eldey
5222 boleoe
k222 ek Locate Attribute in Schema Tree
k222
L2z ALY =] Copy Attribute Mame
k222 ALY =] Copy Yalue
kez2 U0 =] Copy Text
rz2z bus
k222 carl 7 Reload
222
[y der Properties

des e
k2zZ AT
Note: If user try to delete the last value of a required attribute user will get object class vio-

lation error

LDAP Admin Tool User Guide (Standard & Professional Edition)



6.3.5 Copy and Paste attribute value

User can copy and paste the attribute value if the attribute is a text field. Double click the

attribute to activate the editor and copy or paste the value.

objectclass AlnAdmin g
cn test 4
create TimeStamp 2003030 22
credtorshame CH=RO  Cuk 7
modifiershanme CN=ROC SRy 7
wodify TineStamp 2005051 Faste 2z
subschemaSubentry cn=scher Delete 9
ALrAdminGroupId 0
AlsadminserId 0
AlLGroupID u]

To copy an attributewhi ch i s not of Text type? Open the| attribut
value with é6 from the context menu and then|copy the

6.3.6 Add/Remove ObjectClasses

Object classes determine the attributes that are available for an entry; therefore, user must
modify them separately using the Add/Remove objectClass from the right click context menu or
from the = drop down menu (top right hand tab menu). This display the add/remove object class

dialog.

To remove the object classes move them to the left (Available Classes) and to add them move

them to the right (Selected Classes) using the >> and << buttons.
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-%- Add/Remove objectClass [E|
ObhjectClasses F—
In arder to add, seleck and move the object classes ta right, E+

To Remove seleck and move them to left

Available Classes (3290 Selected Classes (5)

Al¥AccessRoles kop

alxaccount persan
AlRaccessaroup n organizationalPersan
BBOPIRAlasDef inetorgPerson
BEOPIRALEribukeDef ATxadmin
BEOPIRConstantDef
BBOPIRERUmMDef
BEOPIRExceptionDef
BEBOPIRINterfaceef
BBOPIRModuleDef
BEOPIRCperationDef
BEOPIRRepository
BEOPIRR.epositaryId
BEOPIRStructDaf
BBOPIRnionDef
DBZDatabase
CEZMode
DBMS_Locator_Ohiject
Database_object
IMarningSetvice
kKrbalias

krbRealm

[

|List of Selected Classesl

M, W
M, W

| %

Selection Atkribute Lisk: Selection Atkribute List:

[ Subrmit H Cancel ]

Please be careful when removing (deleting) object classes because remove operation will also re-

move all related attributes.

Required attribute values of the selected object classes must be provided.
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-%- Add/Remove objectClass @

Required Attributes r_
Please provide walue for the must attributes E+
Akkribute Type Yalue Tvpe
TypelessRDH Texk
blrop_def_Kind Texk

<< Back ] | Submit | [ Cancel ]

6.3.7 View Attribute Properties

User can view the attribute by right-clicking on the attribute name and choosing properties from
the context menu. The properties dialog displays the DN of the entry, name of the attribute,
value of the attribute, type of the attribute, size of the attribute, syntax oid of the attribute, syntax

description of the attribute and other attribute properties.
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-&- Attribute Properties @

| cn=tyyeseer,Uid=1062test444, cn=users, cn=test,cn=testus |
Marne; AlxadminUserId
Walue:
Twpe: Integer
Size: 0 bytes
Syntax OI0: 1.3.6.1.4.1.1466,115,121.1.27
Svntayx Desc,: Inteqer synkax - inkegral number
|sage: IISER_APPLICATIONS
Attributes;
Modifiable
Collective 1
Single Walued

Close

6.3.8 Save Attribute Values

If it is a text attribute, just click enter when done editing.

For Boolean attribute click enter after selecting the value (true or false) from the drop down.

For ot her e d buttam ansl the ew valkes @il Saved.

6.3.9 Set Attribute Editor

Some attributes cannot be easily edited using text editor. To edit those fields LDAP Admin Tool

provides special editors. Following list show which editor is assigned to fields by default.
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Attribute Type Editor

Boolean ﬁ Boolean Editor

DN ¥ DN Editor

Audio, Binary, Bit String, Certificate Certificate List, Certificate Pair " File/Hex Dialog

Generalized Time _..J Generalized Time Editor

JPEG = Image Editor
Integer \J; Integer Editor
UserPassword & Password Editor

Access Point, AClitem, Attribute Type Description, Case Ignore List, Counter, Country
String, Data Quality Syntax, Delivery Method, Directory String, DIT Content Rule
Description, DL Submit Permission, DSA Quality Syntax, DSE Type, Facsimile Telephone
Number, Fax, Guide, IA5String, LDAP Schema Definition, LDAP Schema Description, LDAP
Syntax Description, Mail Preferences, Manager DsalT Control Request, Master And
Shadow Access Points, Matching Rule Description, MHS or Address, Modify Rights, Name =
and Optional UID, Name From description, Numeric String, Object Class Description, Octet \\' Text Editor
List, Octet String, OID, Other Mailbox, Postal Address, Presentation Address, Printable

String, Protocol Information, Server Side Sort Control Request, Server Side Sort Control

Response, Substring Assertion, Subtree Specification, Supplier and Consumer, Supported

Algorithm, Tagged Data, Tagged Name, Telephone Number, Telex Terminal Identifier,

Telex Number, Typed Name, UTC Time

Default assignment can be overridden from the preferences menu. To override the default
assignment clicks Options| preferences from main menu and click value editors from the left

hand side preferences menu tree.

In the value editors user can edit the attribute editor assignment to attribute. To modify the

attribute assignment click the 6Edité on t

To modify the syntax assignment <c¢click the

he attr

OEdi
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lue Ed Value Editors

attributes
Rename Entry Attribute Types Editors
= General

Confirmations attribute Description Walue Editor /ﬁ\

Startup jpegPhoto jpegPhoto . Image Editor -

Test Connections abjectClass OhjectClass \" Text Editar < >

Logaing phato photo : Image Editor
unknownType Text 7 Text Editor
Userpassward userPassword £ password Editor

Syntax Type Editors
Syrtaz ID Description Yalue Editor

1.3.6.1.4.1.1466,115.121.1.2 Access Paink \" Text Editar
1.3.61.4.1,1466.115.121.1.1 ACT Tkem \f‘ Text Editor
1.3.6.1.4.1,1466.115,121.1.3  Attribute Type Description \" Text Editor
1.3.6,1.4.1,1466.115,121,1.4  Audio L File fHez: Dialog
1.3.6.1.4.1,1466.115.121.1.5  Binary L FilefHex: Dialog
1.3.6.1.4.1,1466.115,121.1.6  Bit Skring L FilefHex Dialog
1.3.6.1.4.1,1466,115,121,1.7  Bodlean E Boolean Editor
2.16,840,1,113719.1.1.5.1.6 Case Ignore Lisk \" Texk Editor
1.3.6.1.4.1.1466,115.121.1.8 Certificate L FilefHex: Dialog
1.3.6.1.4.1,1466.115,121,1.9  Certificate List L FilefHex Dialog
1.3.6,1.4.1,1466.115,121.1,10  Certificate Pair L File/Hezx Dialog
2.16.840.1.113719.1.1.5.1.22  Counter W7 Text Editar v/ [ Apply

Help | Restare Defaults

Usercan al so assign the editohr éb fcrlane ktimeg rtihgeh to Ecdliitc
menu.

For example if you want to open the attribute employeeNumber with an integer editor select6 Ed i t

Valuewithé | | nt eger Edi toro6 from the right click context
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aiv.admingroupid [
businesscategory Add Mew Yalue
carlicense Add Atkribute
createTimaStamp add/Remove objectClass
cregtorsName ]

departmentnumber Edic

description X Delete

modifiorsNa e Edit Yalue 'with .....
modifyTimeStamp Locate Attribute in Schema Tree
subschemasSubantry

AT%AdminUserld “=| Copy Attribute Name
ATXErouplD E=| Copy Value

Al¥UserID 55| Copy Text

audio

destinationIndicator Qéh Reload

displayMame Properties
employesiumber

emploveeType

fFacsimileTelephoneMumber

Aivvanhlarne

5
5
22
7
. &
Default editor 5
7 Text Editor .
ﬁBaalean Editor 2z
, 9
|l O Editor 0
E_, File/Hex Dialog 0
. Image Editor 0
1_ Integer Editor 0
& Password Editor 0
J Generalized Time Editor 0
0
Restore Default Editar 0
0
n

Once user opens the attribute with the new editor, attribute type for that attribute is permanently

changed in LDAP Admin Tool to Integer. From now on this attribute will always open in integer

editor until reassigned.

destinationIndicator
displayhame

Changeg from Textp,
to Integer M

employestumber

emplovesType
FacsimileTelephonelurber

Integer

0 Telephone ...

Youcan restore the

attr

b u t-didk sonteixenfeauwd use defalili t o r

value from the main preferences - Options|Preferences|ValueEditors i Click Restore De-

faults button (bottom left hand)

6.3.10

To look for an attribute definition in schema tree right-click the attribute name and select6 Lo c at e

Locate attribute in schema tree

Attribute in Schema Tree6from the Context menu. This will open the schema tab and will show

the attribute definitions.
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g — e gt e

objectclass ALxAdmin
n best
sn The is test
m_ add Mew Value
businesscater .

_ add Attribute
catlicense )

i Add/Remove objectiClass

create Timal z

creatorsias Edit
departmentry %< Celete

()

description Edit Walue With ... L
wrodifiersia
wtodify Time Locate Attribute in Schema Tree
subschemal |12 Copy Attribute Name
ATXAdminlUse [ Copy value
ATXGroupID 2| Copy Text
ALxserlD
audio q}(h Reload
destinationIng 5 ",
ropetties
displayhame H

ernlrvesiimber

-®- L DAPSoft - LDAP Admin Tool
File Mavigate S0QL Search Export

Import  Security  Options  Help

| ©¥ Mew Connection (= Open Connection  © Search: |CI'| V| = |* | Find Mow  Clear
Gr o iw e e | MaxResuts: e

i'I'J Mew Connection 1 X

Gr& | 68«

= [ Schema # || Attribute Mame YWalue
=+ attributeTypes || Mame Alxadminiaroupld

@ ATXAdminGroupld bis] 1.3.18.0.2.4.756
@ ALXAdminlserld Drescripkion A% new admin group id storage
@ ATXDefaultMAClevel SYMTA 1.3.6.1.4.1,1466.115.121.1.27
@ ALXFuncMode SYMTa Description Inkeger syntax - inkegral number
@ AlXGroupAdminList IUsage USER_APPLICATIONS
@ ATXGrouplD Has Supetior Attribute na
@ AlsLowMACLevel Has Ordering Matching Rule i
@ ATXPrompEMAC Has Equality Matching Rule ves
@ AlXScreens Has Substring Matching Rule no
@ ATAUpperMAcLevel Single alue Attribute yes
@ AlXUserlD Collective Attribute o
@ AlsisDCEExpart Modifiable Attribute yes
@ APPCLoadBalancing
@ APPCServerlist
@ APPrSeccinnl imit .

< | &

Table View Schema Yiew &8

1 ikemns selecked ¥ = 3:52:64 ]
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7 Dialog Editors

LDAP Admin Tool provides many dialogs for editing attributes, when user click on an attribute of

the following type:

A Photo (Image)
File/Hex
Integer
Generalized Time
Password
AD Time Editor
Nano 100 Editor
Unix Time Editor
AD Sid Editor

AD GUID Editor

> > > > > > > > > >

Certificate Editor

an appropriate editor is launched.

7.1 Photo Editor

With LDAP Admin Tool user can easily export and import photo from and to directory from
his/her computer. When user clicks the open editor button, the current image is displayed in
the current Image Tab. To save this image to computer click the save button on the current

image dialog.

To enter a new image in the directory, select the New Image tab, browse to the directory
containing image, select the image, the image is displayed in the image area, Click OK to

save the image to the directory or cancel to discard.

All the images are converted to JPEG format before displaying or loading to the directory
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Open
Dialog

Button

7.2 File/Hex Dialog

File/Hex Dialog is the default editor to view or save binary data.

When user click open dialog button of a binary attribute, the current data is displayed in HEX

format, to save the data to a file, just use the save to file button.

To load the data from a file on computer use the Load from File button.
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